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Abstract—In wireless sensor networks, data collection (or
gathering) is the task of transmitting rounds of measurements
of physical phenomena from the sensor nodes to a sink node.
We study how to increase the efficiency of data collection via su-
pervised in-network classification of rounds of measurements. We
assume that the end users of the data are interested only in rounds
characterized by certain patterns. Hence the wireless sensor
network uses classification to select the rounds of measurements
that are transmitted to the base station. The energy consumption
is potentially reduced by avoiding the transmission of rounds
of measurements that are not of interest to the end users. In-
network classification requires distributed feature extraction and
transmission. Such tasks can be less or more energy expensive
than the transmission of measurements without classification. We
provide analytical results and simulations on real data to show
requirements and key trade-offs for the design of in-network data
classification systems that can improve the collection efficiency.
Besides, we study the impact of spatial subsampling of the sensor
data (a way to further decrease energy consumption) on the
classification performance.

I. INTRODUCTION

Wireless sensor networks can be applied to the autonomous
monitoring of ecosystems, industrial facilities, infrastructures
(e.g. bridges or tunnels), cities, homes etc. We consider the
scenario of a network of sensor nodes collecting measurements
(e.g. temperature) from an ecosystem. The spatio-temporal
recordings of the phenomenon provided by the sensor network
can be seen as a sequence of images, where each pixel
is associated to a different node.! The goal of this work
is to study how in-network classification of the rounds of
measurements can improve the energy efficiency of data
collection. In this framework, the sensor network classifies
each round of measurements to transmit only the rounds
belonging to a class of interest to the end users. For example,
a sensor network could be collecting daily rainfall data over
a certain region and the end users could be interested only in
rounds of data associated to very rainy days. This approach is
potentially more energy efficient than transmitting each round
of measurements to the base station, as long as the rounds of
measurements of interest are infrequent and the classification
task is not too energy demanding. The approach could also
have a significant benefit in the scenario of a very large number
of sensor networks (e.g. deployed in smart homes) transmitting

!'Such pixels are not necessarily placed on a regular grid, due to the random
placements of the nodes in the field.

data to a cloud server, since it could reduce the amount of data
stored and processed at the server and therefore the fees due
to the cloud provider.

The distributed extraction and classification of features from
the sensing data require transmission of packets from the
nodes and so consume energy. This constrains the number
and the size of the feature packets that can be exchanged
to classify the rounds of data. We show that the constraints
depend on the network topology and the priors of the class
of interest. We focus on the intensity histogram as a feature
for the classification because its properties make the math of
our analysis more treatable. We also study analytically and
experimentally the impact of spatial subsampling of the sensor
data on the classification performance, since it can decrease
the cost to extract the features and transmit them to the sink.

There is a broad literature on supervised (and centralized)
image classification [1]. Supervised and unsupervised data
classification are also studied in the context of wireless sensor
networks. The challenges inherent to distributed classification
in wireless sensor networks are discussed in [2]. Alsheikh
et al. in [3] present a broad overview of recent machine
learning methods (including supervised classification) applied
to wireless sensor networks. Another relevant topic in the field
of learning (or classification) for wireless sensor networks is
distributed anomaly detection [4], [5]. The main goals are to
detect security attacks to a network and faulty measurements
from the sensors. For many of the aforementioned works, it
seems that the reduction of latency is the main motivation to
perform classification at the sensor network, since it is not
clear whether that is more energy efficient than just collecting
measurements at the sink and then classifying them at the
base station. To the best of our knowledge, there are no works
that propose in-network data classification with the goal of
efficiently selecting relevant rounds of sensor data to reduce
the overall transmission to the end users.

Many works focus on compression methods (in particular
on compressed sensing, e.g. [6], [7]) to increase the efficiency
of data collection. Our approach can be integrated with com-
pression methods for the transmission of measurements and
features to the sink.

The color (intensity) histogram has been used in image pro-
cessing for applications such as retrieval [1], medical imaging
[8] and steganalysis [9]. The impact of image subsampling on



histograms have been studied in [9] and [8], but with purposes
and assumptions different from ours.

To the best of our knowledge, ours is the first attempt to
study the problem of in-network classification for efficient data
collection in sensor networks in a comprehensive manner. We
claim the following contributions:

o we highlight key constraints and trade-offs to design
in-network classification approaches for efficient data
collection in wireless sensor networks

o we study the problem for a class of admissible features
that satisfies energy efficiency constraints (the intensity
histogram) and propose an algorithm for its distributed
extraction

o we study the impact of spatial subsampling over in-
network classification, provide analytical expressions for
the related error metrics and validate them via simulations
on real data.

The rest of this document is organized as follows. The
problem formulation is given in Section II. Analytical condi-
tions on the maximum allowed size for a class of admissible
feature vectors are presented in Sec. III. An approach for
the distributed feature extraction is given in Sec. IV. Sec. V
studies analytically how spatial subsampling of the sensing
frames can impact the performance of the classification via
intensity histograms. Experimental results are provided in Sec.
VI. Conclusive remarks are in Sec. VIIL.

II. PROBLEM FORMULATION

Our goal is to design sensor network systems such that data
collection driven by in-network classification is more energy
efficient than data collection without classification. We define
general constraints on the energy available for in-network
feature extraction and classification.

A. System assumptions

We consider a set of N sensor nodes deployed over a
compact region 2 C RY, sampling a spatio-temporal pro-
cess Z(x,t), x € , during a discrete temporal interval
t € [to,....to + kAL, ..], & = 1,2,..., K. All the nodes
are connected via a data collection tree to the sink. Packets
containing samples of the field Z(.) are transmitted to the
sink via multi-hop communication through the data collection
tree, without losses or collisions. The nodes transmit packets
with fix communication range d. The sink transmits the
measurements from the nodes to a remote base station. The
nodes have limited energy supply, while the sink does not
suffer of any relevant limitation in the energy supply’. We
adopt the shortest path tree (SPT) as data collection scheme.
Furthermore, we assume that the sampling time at the sensor
nodes is synchronized 3 and that the network is faster than
the measured phenomena. We also assume that for a node

2The constraints on the energy available for classification would be more
relaxed, if the sink node had limited energy supply.

3Network wide synchronization at the sub-millisecond level is possible at
relatively small additional cost using protocols such as FTSP [10].

data transmission requires much more energy than the sensing
and/or processing tasks.

Our analyses and simulations (Secc. V and VI) on the
effect of data downsampling on the classification performance
suggest that our proposed framework is robust to some degree
to packet loss.

Definition 1: We say that a complete round of sensor
measurements, Z(x;,t), ¢ = 1,..., N at time ¢ is a sensing
frame.

B. Problem formulation for error free classification

Without loss of generality, we assume that each sensing
frame Z{(x;,t0)} acquired by the network at a certain time ¢
belongs to one of two different classes, S7 and Sy, and that the
end users are more interested in the sensing frames belonging
to class S (e.g. intense rain over ) than to those belonging to
class Sy (e.g. moderate or no rain). We also refer to Sy and .Sy
respectively as positive and negative class. Since we assume
that the sink does not have energy limitations (e.g. because it is
connected to the main electrical network), the only opportunity
to save energy is in the multi-hop communication from the
nodes to the sink. The network can save energy by limiting
the number and/or the size of the messages sent from the nodes
to the sink.

Let us denote with E; and Ej the the energy spent by the
network to transmit sensing frames, respectively of class S;
and Sy, to the sink. With the assumption of shortest path data
collection and fixed radio range communication, an expression
to compute the energy cost E; is given in [11]:

N
By =) r(n)d(xn), (1)
n=1

where r(n) and d(x,,) are respectively the size of the packet
generated by the n-th node and the hop distance from that
node to the sink. We set E to be a fraction of E; according
to a certain scalar factor o < 1, i.e. By = aF4. If a = 0, the
network does not transmit to the sink the samples classified
as belonging to Sy.

We assume that over a temporal interval of observation
[1, K], there are K; and K sensing frames of classes S; and
Sp respectively, with K = K; + Kj. The total energy spent
by the network to perform data collection, assuming that there
are no errors in the classification of the samples, is:

E=K\E+ KoEy+ KE,, (2

where E, is the additional energy spent by the network at
time K in order to classify a sensing frame. We assume that
E, depends only on the additional communication messages
needed to analyze the data and not on the computation at
the nodes. The additional communication packets contain for
instance feature vectors, or data needed to extract features.
Let B be the ratio between the data classification cost and
Ey, ie. 8 =: E,/F;. To compare the cost of data collection
via content classification and the the cost of regular data col-
lection, we define the efficiency factor, 0, as n:= E/(KE1),



where I is given by equation (2). We can rewrite 77 as a
function of « and f:

n=pr+all—p)+5 3)
where the term p; := % is the frequency of occurrence of the

sensing frames of high interest; p; can be seen as an estimate
of the prior probability for the events of higher interest to the
end users and it depends on the nature of the phenomenon
monitored by the network. The factors o and 5 depend on the
design of the system. Our goal is to design sensor network
systems such that n < 1, i.e.: p1 + (1l —p1) + 8 < 1.

Definition 2: We say that an in-network classification system
is efficient if n < 1.

We have implicitly assumed that the classification of a
sensing frame is performed by the sink. When the sink
classifies a sensing frame as positive, it sends requests to the
nodes to transmit their measurements, We introduce a term, 6,
to account for the cost of the request messages. We assume
0 < 1. For simplicity, we consider the case of o = 0, i.e:

n=pi(1+0)+p 4)

Proposition 1: A necessary condition for an in-network
classification system to be efficient is that 8 < 1.
The proof of Prop. 1 is obvious. The relevant implication is
that energy spent to transmit the features to the sink must be
smaller than that energy spent to collect the sensing data. Some
features whose extraction involves a lot of communication
among the nodes may not fit the above constraint.

C. Formulation under misclassification errors

In a real situation, the system can classify some sensing
frames incorrectly. We denote the false positive and false
negative error rates respectively as ¢, and ¢,. Hence, to
take into account the misclassification of sensing frames, the
efficiency factor (4) can be written as:

—piepl(140) <1 (5)

The above expression provides the efficiency of in-network
classification as a function of prior probabilities, error rates
and costs of transmitting features and notifications. Intuitively,
a high rate of false positives, ¢, increases the amount of
energy spent by the system, while a high rate of missed
hits €,, causes loss of information to the end users, although
decreasing the energy spent by the network. There is a trade-
off between the average cost factor for collecting the features,
B, and the classification errors: intuitively, lowering S may
increase the bias of the classifiers and hence the error rates.

n=p1(1+6)+8+[(1—-p1)en

III. BOUND ON THE FEATURE SI1ZE

We make further assumptions on the distributed feature
extraction task. We assume that each node aggregates the
features extracted from its own measurements with the fea-
tures received from its children nodes and then transmits the
resulting feature vector to its parent node. Let v be the number
of bits used to encode the feature vectors at each node. To
simplify the math of our derivations, we assume v to be
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Fig. 1. Packet size for collection of sensor measurement vs. global feature
collection. In the former case, the number/size of packets increases with the
number of hops. In the latter, it remains constant.

constant over the network. Figure 1 shows how in this case
feature collection can be less expensive than measurement
collection. Let p be the number of bits used to encode a
standard measurement packet.* Let p := v/p. Based on the
energy cost model we adopted in (1), the cost of sending
a standard package to the sink is p X h x d, where h is
the number of hops between the node and the sink and
d is the maximum hop distance allowed by the fix radio
range. The total cost of a full round of data collection for
a fully connected sensor network is given by the expression:
E = Z;yilp x n(h) x h x d, where N}, is the number of
hops and n(h) is the number of nodes at the hop h. On
the other hand, the transmission cost to classify the data is
equivalent to the cost of transmitting the feature vectors hop
by hop all the way to the sink, which can be expressed as:
E, = Zf;[L vxn(h)xd=vdN, where N is the total number
of nodes in the network. Recall that we have assumed v to be
constant over the network. The necessary condition defined in
Prop. 1 (Ssec. II-B) requires that 5 = E,/E < 1. Therefore:
8= vl N <1. (6)
Py n(hh Zh  n(h)h
Throughout the rest of this work, we refer to 5 as the feature
to data collection cost ratio (FDR). By solving the eq. (6) for
p, we have :

_ Zalin(h)h
N
Hence, the maximum allowed size for a feature vector
depends on the number of hops and on the spatial
distribution of the nodes. If due to the problem constraints,
we need to chose p so that § < 5y < 1, we have:

Zﬁw )h

)

p < Bo

Example 1: Consider the case of a sensor network whose
topology consists of a balanced binary tree, i.e. each node has

4Note that both v and  include also a header messages.
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Fig. 2. Maximum allowed number of features vs. number of hops for an
efficient classifier in a binary balanced tree network.

exactly 2 children and n(h) = 2"~1. From eq. (6), we have:

Sar 2h=lp 2Nn(Nj, —1) 41
ZhNil gh—1 28 —1

In Figure 2, we show the value of p as a function of the number
of hops for 5 =1 and 3 = .5 respectively. For instance for a
network with 4 hops, and 8 = .5, p = 1.6.

Therefore, in-network content classification may not be
convenient for sensor networks with a small number of hops
(e.g. 2). Even in networks with 4 or more hops, the size of
the feature vectors is strictly limited, thus with risk of bias in
the classification. This also poses restrictions on the kind of
features allowed.

p<

IV. CLASSIFICATION VIA INTENSITY HISTOGRAMS

In Sec, III, we assume that the size of the feature vector is
constant throughout the extraction process over the network.
A type of feature that respects this constraints is the infensity
histogram, which has been widely used in image retrieval [1].
The histogram of two distinct subsets of measurements is equal
to the sum of the histograms of the two subsets. Therefore,
we focus the rest of this work on the classification of sensing
frames via intensity histograms.

We give some formal definitions. Let Z € N a vector of
sensing measurements, with N € N and z(i) € (a,b) C N,
where i = 1,2..., N and (a,b) is a finite subinterval®. The
elements of Z are the measurements extracted at a time t; by
a set of IV sensing nodes deployed over a compact region 2.

Definition 3: We define the histogram of Z as hz: (a,b) —
NV s.z.:

N
hz(w) ::in, 3
i=1

3Sensing measurements are quantized and can be assumed integer up to a
constant scale factor

Yu € (a,b), where
if 2(¢) = u,

1
xl{ 0 if 2(7) # u.

Usually the number of bins is smaller than the number of
possible values of z.

Definition 4: We define the L—bin histogram of Z as hy:

(a,b) — NI st: hy(k) = vazl Z;, Yk € (1,L), where
Z; = 1if z(i) € Iy, or & = 0 if z(i) ¢ Iy, where the
subintervals Iy, £k = 1,...,L form a partition of the finite
interval (a, b), i.e.: I, C (a,b), Uply, = (a,b) and IyNI; = @,
k # 1.
The intensity histograms of a sensing frame can be extracted in
a distributed manner from the sensor nodes. The sink classifies
a sensing frame by comparing the distance of its histogram
with a set of reference histograms, i.e. via a linear classifier.
Each reference histogram represents a class of sensing frames.
The reference histograms can be computed offline at the base
station from a set of historical data.

€))

V. EFFECT OF SUBSAMPLING ON CLASSIFICATION

A way to decrease the feature acquisition cost, and to
potentially increase the efficiency of the system, is to reduce
the number of messages to analyze the data, and so the number
of bits per bin, by subsampling the sensor measurements used
to compute the histogram. We analyze how the histograms of
the frames are affected by subsampling od the rounds of mea-
surements (Ssec. V-A) and how this impacts the classification
performance (Ssec. V-B).

A. Impact of subsampling over intensity histogram

We model the histogram of a subsampled sensing frame
as a random vector, whose statistics are characterized by the
histogram of the sensing frame before subsampling.

Let Z be a N-dimensional vector of sensing measurements.
See Sec. IV (Deff. 3 and 4) for the formal definition of the
histogram of Z. Let Y € N, m < N a subsampled version
of Z according to a subsampling factor D. In the analysis and
the experiments, we consider three types of subsampling:

Definition 5: Regular subsampling: y(i) = z(D1), where D
is the subsampling factor; m = L%J

Definition 6: Uniform random subsampling: Z is sampled
at m random locations, uniformly distributed over the N
locations of Z; m = [ & .

Definition 7: Bernoulli subsampling: each element z(i) € Z
can be sampled with probability p = . In this case, E[m] =
[%J This methodology is easy to implement in a distributed
system and therefore suitable for wireless sensor networks.

We also define a subsampling operator.

Definition 8: Let Z be an N dimensional set of measure-
ments, D an integer s.t. N/D = m is also an integer. We
define a subsampling operator Sp(.) s.t. Sp(Z) =Y, where
Y is a subsampled version of Z with subsampling factor D.

Let the m—dimensional vector Y = Sp(Z) = be a subsam-
pled version of Z with subsampling factor D, (m < N). Let
hz and hy be respectively the histograms of Z and Y. Our



goal is to analyze the relationship between hy and hz, where
Z is the sensing frame prior subsampling. The histogram, hy
of the subsampled process Y can be seen as the realization of
a random vector Hy. We formulate the following proposition.

Proposition 2: We assume for simplicity that m, N € N s.z.

% € N. Let Y be a uniform random subsampled version of
Z and hy the histogram of Z. Then:
1
E[HY] = th, (10)

where E[.| is the statistical expectation.

Proof: We evaluate the element Hy (u) of the random
vector Hy . From the definition of histogram and the hypothe-
ses:

Elty ()] = Y Elai) = mP (Y = u)

N1 1
= Eﬁhz(U) = EhZ(U)a

where x; is defined in Eq. (9), P(Y = u) = %-hz(u) thanks
to the hypothesis of uniform random sampling. Therefore:
EHy] = Lhy. [ |
Proposition 3: Equation (10) applies also to the case of
Bernoulli subsampling.
Proof: We consider an element of the random vector

Hy (uo), i.e.:

N
Zx] = %P(Y =u) = %hz(u),

if picked with P = 3
if not picked with P =1— 3%

E[Hy (u)] = E

)1
Ti=19
|

Corollary 1: Let Z be an N —dimensional set of measure-
ments with histogram hy and D € N, s.t. m = N/D € N,
Y = Sp(Z). Then

1
as N — oo, hy — th with probability P =1. (11)
Proof: Let {Z;}, i = 1,2,.., be a sequence of
N,—dimensional vectors s.t. {hz,} = {%0 hz }. Let {Y;}

a sequence of m; dimensional vectors such that {Y;} =
{Sp(Z;)}. We evaluate an element of E[Hy;|. From Propo-
sition 2: . 1 . Ni hy,

[ Yi] - D Z; = D N
By dividing the left and right hand sides with IV;, we see that
all the elements of the random sequence {hy,/N;} have the
same expected value, E| gf\?o]. Due to the strong law of large
numbers, we have that: hy, — DL]{,OhZO, as 7 — 0o. Now let
hy = ]Jgéhzo and N = N;. Then ¢ — oo implies N — oo,
hence the proof. |
We can see hy, the histogram of a subsampled version
of Z, as the estimate of a scaled version of hz. A small
number of available samples N implies the likelihood of
a larger estimation error. This estimation error impacts the
classification of the subsampled sensing frames.

12)

Proposition 4: Propositions 2, 3 and Corollary 1 hold also
for the case of L—bin histograms.

Proof: Let hy be the histogram of Y and hy the
L—bin histogram Y. We observe that for a certain interval
I; = (aj,b;): hy(j) = ?iaj hy (7). Hence, the proofs
follow by observing that: Elhy (j)] = 372, Elhy(i)]. ™

From evidence gathered via simulations (Sec. VI), we make
the following conjectures.

Conjecture 1: Let £ be the mean square error in the
estimate of the scaled histogram of Z. If D < 1,

2

» |hz — Dhy
E° = HN (13)
Then
E[E* =0 (1) : (14)
m

Recall that m = N/D is the number of samples for Y.
If the number of nodes deployed is relatively small (e.g N <
50), we are interested in predicting the MSE for m small.
Therefore:

Conjecture 2: An approximation of the expected value of
the MSE, Eq. (13), is given by:

E[E%] ~ % (1-2))2.

If m is small (i.e. the subsampling factor D is large), Eq. (15)
is affected by the term 1/m. (1 - %)2 is zero when D =1
(Fig. 6).

15)

B. Analytical computation of the error metrics

We propose analytical expressions to predict the error
rates for histogram based classification of sets of labeled
sensing frames subsampled via uniform random or Bernoulli
subsampling. Let {Z;}, i« = 1,2,..., N, a sequence of N
dimensional sensing frames, {Y;}, i = 1,2,..., Ny, the cor-
responding sequence of m; dimensional® subsampled sensing
frames, with {hz,} and {hy,} the corresponding sequences
of L dimensional histograms. We can see all the histograms
as laying on hyperplanes in an L dimensional space, since
Y1 hz () = N and 37y, (5) = mi.

We assume that each element of the sequence of histograms
associated to Z; (and hence the sensing frames Z; themselves)
either belongs to a class S, or to its complement, S. The
process of subsampling a sensing frame Z and then to extract
the intensity histogram can be modeled as the mapping of the
histogram Z onto a different hyperplane in an L dimensional
space. In the case of uniform random or Bernoulli subsampling
of a frame Z, there is a finite set of possible subsampled
versions, Y = Sp(Z), and so of possible histograms hy-.
Some of these histograms may belong to class .S, while the
others to class S. We indicate with {hgé)}, [ =1,... the
sequence of all the possible histograms that can obtained by
subsampling Z;, where Y; = Sp(Z;). Let S > Z;.

%m; = m Vi for regular and uniform random subsampling.



In the case of uniform random subsampling and 2—bin
histograms, the total error probability can be written as:

L hz,(1)\ (N —hz,(1)
o= m x> (hﬁj(l)) - h@(l))’ 1o

i

where recall that () = Wlk)' and m = [¥].
For Bernoulli sampling with subsampling factor D and
2—bin histograms, the total error probability is given by:

1 ot hZi(]‘)
YRR 5 SN0 SR (071t
i=1 mzoz;h%?eé,hzies Yi

m N—-—m
(N h<Zz§(1)> (i) (1 - i) (17)
m—hy' (1) ) \ D D
The expressions (17) and (16) require the a priori knowl-
edge of the histograms of the sequence of sensing frames
before subsampling, {Z;} and can be easily generalized to the
case of multiple bin histograms. The (17) and (16) can be also
used to compute error probabilities for missed hits and false
positives (if they are applied respectively only to histograms
associated to the class of interest or to its complement). Figure
7 shows a comparison between the analytical and experimental
error rates.
If we have a certain population of N histogram prototypes
Hz,, each of them with probability of occurrence P(Hy,),
we can rewrite the total error probability expression (18) as:

-1 Ny
Pu(e) —(ﬁ) > PHz)
hZi(l) N — hZi(l)
2 <h¥3(1>> <m—h¥3<1)) (1®

tH{ €5 Hy €5
A similar generalization can be made also for equation (16).
We can similarly compute analytical expressions for the
average mean square error of a certain set of frames given
their histograms. It can be shown that for two bin histograms
and uniform random subsampling, the expected value of the
MSE is given by:

h, —
. [H 7 — Dhy
N

Ny min(m,hz, (1))

where we assume that N = Dm and that hz, (2) > hz,(1).
The (19) can be easily modified for the case hz,(2) < hz,(1).
In the case of of Bernoulli Random subsampling, we have:

|-

(hz(l)) (Dm - hz(l)) (Dk — m)?

k m—k D2m2 (19

_ min(mhz, (1)

e IR % I Y G

i=1m=0 k=0

N —hz(Dy (Dk—m)? (1\™ (1 N=m
( m—k ) D2m? (B) (75> ’

E

(20)
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Fig. 3. The annual precipitation (mm, 1961-90) map of the Pacific Northwest
of the United States. The coast is subject to much higher precipitation than
the rest of region. Plot by Widmann et al. JISAO/U. of Washington [12].

VI. EXPERIMENTAL RESULTS

For the experiments, we use a rainfall dataset provided
by the University of Washington [12]: it gives the daily
concentration of rainfall, between 1949 and 1994, for mul-
tiple observation points in the Pacific Northwest of the U.S.
(Washington and Northern Oregon). The observation points are
remapped onto a regular grid with 50Km distance between
two contiguous points. We generally consider periods of
observation between 4 and 7 years to avoid eventual trends
affecting longer periods of time. Figure 3 shows the annual
precipitation over the region.

We use unsupervised learning, via k—means clustering,
to generate labels for training and testing sensing frames. We
generally assume 2 classes and pick the sensing frames of
the smallest cluster as representatives of the class of inter-
est. Intuitively, we expect k—means to discriminate between
sensing frames associated to rainy days and those associated
to little or no rain. We decide a priori the number of bins
for the histograms (i.e. the number of features). A subset of
the labeled sensing frames is used to train a simple linear
classifier. Unsupervised learning is performed one more time
over the training subset. The centroids of the clusters (which
are histograms) are used as reference features by the sensor
network for the classification task in the testing stage. The
testing stage is performed over the remaining portion of
sensing frames. We expect that in an application scenario the
training of the classifiers is performed offline, at the base
station, with previously collected sets of measurements and
the resulting parameters of the classifier are then transmitted
to the sensor network. It seems reasonable to collect and study



the sensor data for a certain period of time (possibly weeks),
before relying only the automatic classification of the data.

Note that both labeling (via k-means) and classification
methods are based on linear partition of the feature space.
Hence we expect a relatively low error rate in the testing stage.
Our goal is to understand key trade-offs for this approach, not
to claim excellence in classification performances.

Experiment 1: We use synthetic data to have full control
over the spectral properties of the signals being sampled. We
consider a vector X of N random samples drawn from zero
a mean, unitary variance Gaussian distribution, N (0,1). We
process X via a 30 dimensional finite impulse response (FIR)
filter (with symmetric spectrum) to obtain low, high and all-
pass colored sequences Z. The filter coefficients are computed
via the Parks-McClellan algorithm.

We study the behavior of the mean square error metric as
defined in (13):

BIE?) = Bl | (hz — Dhy)).

We average the results over 500 Monte Carlo trials for the case
of regular subsampling, and 10000 trials for uniform random
and Bernoulli subsampling. We consider 10 bin histograms as
we vary number of samples N and subsampling rate D.

Regular, Uniform Random and Bernoulli, (White Process)
10 T T T T T

—&O— Regular s. (D=4)
—E— Regular s. (D=8)
—p>— Uniform 1. s. (D=8)
Uniform r. s. (D=4)
\ —>— Bernoulli s. (D=8)
-\ —+— Bemoulli s. (D=4)

Normalized MSE

107 L L L L L L L
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Fig. 5. Comparison of MSE for different types of regular, uniform and
Bernoulli sampling for white processes.

Figures 4.a and 4.b compare the average MSE respectively
for regular and uniform random subsampling of white, low
pass and high pass processes. The average MSE for regular,
uniform random and Bernoulli subsampling of a white process
is shown in Fig. 5. Finally, Figure 6 compares the formula to
approximate the average MSE (15). We observe the following:

o Aliasing has a slight effect on the MSE for regular
sampling (Fig. 4.a), but no impact on the MSE for
uniform random subsampling (Fig. 4.b). This seems due
to the spatial sparsity of the sensed signals and the fact the

Experimental vs. Analytical MSE

10 T T T T T
—<%— U. random, D=4
—&— U. random, D=8
—+&=— U. random, D=16

5 —<}—m'(1-D7")? D=8
: —/—m '(1-D7")?, D=1§|
—B—m'(1-07")2 D=4

Normalized MSE

100 200 300 400 500 600 700 800
Number of samples before subsampling

Fig. 6. Comparison of experimental MSE vs. 1/m. approximation

random sampling is more effective than regular sampling
because its a form of incoherent sampling [13].

o The values of the average MSE for Bernoulli and uniform
random subsampling are very close (Fig. 5).

e The MSE decreases as %, where m is the number of
samples of a subsampled sensing frame (Fig. 6).

The number of available samples m seems to be the parameter
more influential on the normalized mean square error.

Experiment 2: We compare the error rates for regular,
Bernoulli and uniform random subsampling over a 5 years
period of the rainfall dataset. We consider 2 classes and 2 bin
histograms. In Figures 7.a and 7.b we compare the error rates
obtained analytically (16, 17) and experimentally respectively
for uniform random and Bernoulli subsampling. Figure 8
shows the comparison of the analytical (19, 20), approximated
(15) and experimental MSE. The analytical MSE matches the
experimental one very accurately, while there is a small bias
w.r.t. the approximated MSE. Figure 9 shows the error rates for
the three types of subsampling on the same subset of the rain
fall set, over a 5 year period. The experiments were repeated
500 times for uniform and Bernoulli subsampling.

In this set of experiments uniform random sampling leads
to lower error rates than Bernoulli sampling. We believe
that this is due to the fact that the number of samples in
Bernoulli sampling is not constant over the trials and hence the
trials whose number of samples is low contribute to increase
the average error rates. Figure 9 shows also that regular
subsampling presents lower missed rates than the other two
methods, when the subsampling factor is 4. We believe that
this has to do with the non uniform spatial distribution of the
precipitation (see Fig. 3): i.e. the coast is much more rainy the
rest of the region. The false positives here are actual dry days
that are classified as rainy. Some random sampling trials may
capture a relatively large number of rainy points on overall dry
days and therefore get misclassified as rainy (false positives),
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Fig. 4. The average MSE for regular (a) and uniform random (b) subsampling vs. number of samples and signals with different spectral characteristics.

while regular subsampling with rate 1/4 is more robust to this
type of errors.

Comparison of experimental and analytical MSE (U. random sampling)
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Fig. 8. Comparison of analytical, approximated and experimental average
MSE for uniform random sampling over a 4 years period of the rainfall data
set (2 bin histograms).

Experiment 3: The goal of this experiment is to estimate the
impact of subsampling over the efficiency factor, 7 (3). Recall
that we want 7 to be < 1 and it is given by:

n=p1(1+6)+B8+[(1—pi)en —pigy|(1+6) < 1.
In this context, the reason to subsample is to increase 7 by

decreasing the size of the histogram packets and therefore
decreasing the feature to data collection cost ratio (FDR, i.e.

Uniform Random vs. Bernoulli vs. Regular Subsampling (Rain Data)
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Fig. 9. Comparison of false negative (top) and false positive (bottom) rates
for regular, Bernoulli and uniform random subsampling (rainfall data set, 5
years period, 2 bin histograms).

B).” We use 1 and the missed hits rate, €y, to display the
results of our experiments.

We consider 1 year of training frames and 3 years of testing
frames over the whole region (163 nodes). The topology of a
6 hop network is shown in Figure 12. Recall that the nodes
in the original dataset are placed over regular grid. A 16 bit
header is assumed for all the packets. First, 8—bin histograms
are used for classification. Then we perform labeling, training
and testing for the same sequences of sensing frames via 4 bin

"Note that subsampling reduces also the number of messages transmitted,
when the measurements from the leaf nodes (i.e. without children) are not
used. In this case, the nodes don’t generate any packet.



Analytical vs. Experimental Error Rates (U. Random Subsampling)
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Analytical vs. Experimental Error Rates (Bernoulli Subsampling)

T T T
12 <{ —67 Error rate (Analytical)

—+}— Error rate (Experimental)

N. of errors (%)

2 3 4 5 6 7 8 9 10 11 12
Subsampling factor

ﬁf Missed (Analytical)
251 —I>— False (Analytical)

¢ —&— False (Experimental)
—— Missed (Experimental)

Missed / False (%)

2 3 4 5 6 7 8 9 10 1 12
Subsampling factor

(b)

Fig. 7. Comparison of analytical and experimental error rates for uniform random (a) and Bernoulli (b) subsampling over a 5 years period of the rainfall
data set (2 bin histograms). The false positive and false negative (missed hits) are at the bottom of each plot; the overall errors are at the top.

histograms. The nodes performs Bernoulli subsampling of the
sensing signals: at each data acquisition time ?j, each node
uses its data for the distributed computation of the histogram
with probability 1/D, where D is the subsampling factor.
Bernoulli subsampling is easily implementable in a distributed
way in any type of sensor network architecture, since each
node needs only to know D. We consider also regular and
uniform subsampling to better understand the behavior of the
system.

Figure 10 compares the error rates and the effective ef-
ficiency for regular, uniform random and Bernoulli subsam-
pling. Regular subsampling leads to slightly better perfor-
mances than the other two methods. Figure 11 displays » for
Bernoulli subsampling, for various header sizes and subsam-
pling factors. It shows that the effective efficiency improves as
the header size increases from 0 to 128 bits. On the other hand,
the sensitivity of n to the subsampling factor decreases as the
header size increases. Therefore, networks whose protocols
require packets with large headers can perform efficient in-
network classification without the need large subsampling fac-
tors. Subsampling becomes necessary with protocols requiring
packets small headers (8 bits or less in this example).

VII. CONCLUSION

This work studies how supervised in-network classification
of the rounds of measurements can be adopted to increase
the energy efficiency of data collection. In this framework, a
sensor network performs classification to transmit to the sink
(and then to the base station) only rounds of measurements
of interest to the end users. In-network classification requires
energy resources, e.g. for transmitting features across the
network, and can be obviously subject to errors (false positives
and false negatives). Thus constraints on the efficiency of data
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Fig. 10. Error rates for sensing frame classification via 4—bin histograms.

collection imply that the energy available for the distributed
feature extraction is bounded by parameters such as the
number of hops and the priors of the classes of measurement
rounds that are relevant the end users. The approach could be
combined with other compression methods for wireless sensor
networks (e.g. compressed sensing). It could also be useful in
scenarios of a very large number of networks (e.g. deployed in
smart homes) transmitting measurements to the cloud, since it
could reduce the amount of data stored and processed at the
server and therefore the fees due to the cloud provider.

We study in-network classification in depth via intensity
histogram, because the properties of this kind of feature allow
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Fig. 11. Effective efficiency for sensing frame classification via 4—bin
histograms.

Node Locations and Data Gathering Tree
16 T

Fig. 12. Sensor network topology for the nodes over the whole Pacific
Northwest region: 163 nodes, 6 hops.

to simplify the math of our analysis. The classification cost
can be reduced by spatially subsampling the sensor nodes and
so by decreasing size of histograms and number of messages
necessary to extract them. We present extensive analytical and
experimental results for regular, uniform random and Bernoulli
subsampling to characterize the classification performance in
terms of misclassification rates, mean square error and energy
efficiency.

One of our next goals is to find a sensor network dataset
provided with independent ground truth and suitable for inter-
esting classification applications, in order to further evaluate
this approach. Other possible future directions consist in study-
ing the performance of the framework under a more accurate
energy model (e.g. including computation costs) and/or for
other types of features and classification schemes, integration

with compressed sensing and testing over an actual wireless
sensor network.
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