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Abstract

Recent technological advances in miniaturization and chip design have led to the ubiquity
of small, low cost devices capable of sensing, computation and wireless communication.
This has resulted in the emergence of a novel networking paradigm where a network of
several wireless sensors interacts with the physical world. This network senses inter-
esting events and collects data about them, making it similar to a distributed database.
Developing data gathering algorithms is hence one of the most widely studied topics
in sensor network research. The limited energy of the sensor nodes, their autonomous
mode of operation and highly dynamic environmental conditions makes the design of
these mechanisms/algorithms extremely challenging.

Several algorithms proposed for gathering data from a sensor network are mainly
based on intuition or heuristic approaches. In this thesis we argue that the energy con-
straints of the sensor nodes engender the need for designing these algorithms in a princi-
pled manner using mathematical modeling and optimization techniques. We study com-
plementary aspects of data gathering which include one-shot data gathering, en masse
data gathering and continuous data gathering. While these studies are independent and

involve the use of varied mathematical tools including first order models, linear program
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duality and game theory, they illustrate the advantage of using the analytical approach by
outlining scenarios where traditional solutions to these data gathering problems are not

optimal.
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Chapter 1

Introduction

The availability of small devices that are capable of limited computation, wireless com-
munication, and sensing has extended the applicability of networking technology to pre-
viously unchartered territory of monitoring and instrumenting the physical world. A
network of several such sensor devices is intended to have a broad range of environ-
mental sensing applications including weather data-collection, vehicle tracking, habitat
monitoring [14] [56] [41] [7] [15]. Several real world deployments of these wireless sen-
sor networks are described in [58]. One of the first deployments was at the Great Duck
Island, about 50 miles off the coast of Maine [53]. The initial deployment consisted of
50 sensor nodes, which was later increased to 100 nodes [52]. This network was used
for monitoring the breeding activities of petrel, which is perhaps the most common and
elusive seabird in the western North Atlantic. Monitoring petrel or any wildlife activity
should be done with utmost care as any disturbance could lead to a possible abandonment
of the habitat. Scientists are often faced with the dilemma of wanting to collect as much

data as possible about the wildlife without disrupting their activities. Wireless sensing



has offered a possible solution to this dilemma. The scientists have to enter the habitat
at the beginning of the study to deploy the sensors at points of interest (such as burrows,
in this case). These sensors are capable of measuring a wide range of physical quantities
such as temperature, humidity, pressure, etc. Once the nodes are deployed and organized
into a network, the sensor network can collect and store the desired measurements and
transmit data to a central computer whenever necessary. This data can then be relayed by
the central computer (sink) to other parts of the world through the Internet and satellite
connectivity. A wireless sensor network can thus act an a great enabling technology for
other similar applications as acknowledged by the Great Duck Island project [53]:

“In theory, much if not all monitoring work can then be done without any human
presence on the island. This capability has enormous potential for conservation efforts
in small, isolated locations where any human presence is likely to be disruptive, or with
species that are particularly sensitive to disturbance. It could also permit re-assessment
of current or prior studies in order to determine the effects of disturbance on results.”

By virtue of its use in remote locations, it is desirable that the sensor network operates
autonomously in an uncontrolled environment. This task becomes extremely challenging
in the face of limited battery power (life) of the sensors. Moreover, future sensor network
deployments are envisioned to have a few hundreds of these nodes. With a small set
of independent sensors it is possible to collect all measurements from each device to
a central warehouse and perform data-processing centrally. However, with large-scale

networks of energy-constrained sensors this is not a scalable approach. It has been argued



that it is best to view such sensor networks as distributed databases [20] [3] [2] [57]. As
in the Great Duck Island deployment, there may be a central data sink (or a collection of
sinks) which issues requests for data and the network responds to them.

For example, a sample query for the Duck Island application might be “Find all
locations where temperature is greater than 70 degrees and humidity less than 50%”.
Such a query can be responded in two steps: the first step consists of flooding the query
in the network, while the second step consists of the relevant nodes forming a tree and
sending their responses to the sink. These scenarios motivate the use of “data-centric”
routing in sensor networks i.e. routing for named data (such as temperature, humidity,
etc.) as opposed to routing for end to end addresses (address centric routing).

In the context of sensor network applications, queries can be classified in many ways:

e Continuous versus one-shot queries: depending on whether the queries are re-

questing a long duration flow or a single datum.

e Simple versus complex queries: complex queries are combinations that consist
of multiple simple sub-queries (e.g. queries for a single attribute type); e.g. “what
are the location and temperature readings in those nodes in the network where (a)
the light intensity is at least w and the humidity level is between x and y OR (b)
the light intensity is at least z.” Complex queries may also be aggregate queries
that require the aggregation of information from several sources; e.g. “report the

average temperature reading from all nodes in region R1”.



e Queries for replicated versus queries for unique data: depending on whether
the queries can be satisfied at multiple nodes in the network or only at one such

node.

e Queries for historic versus current/future data: depending on whether the data
being queried for was obtained in the past and stored (either locally at the same
node or elsewhere in the network), or whether the query is for current/future data.

In the latter case data does not need to be retrieved from storage.

A querying or routing algorithm for a sensor network involves the design of how the
sink should request for the required information and how the network should respond to
it. This design is made extremely challenging because of the following defining charac-

teristics of sensor networks:

1. Energy Constraints: The sensor nodes are small devices with limited battery. While
computation and wireless communication are sources of energy drain, the latter
consumes more energy than the former. Thus it is desirable to design simple local-
ized algorithms that do not involve a huge communication overhead. The energy

constraints also limit the data traffic and the lifetime of the network.



2. Autonomous Operation: These networks are envisioned to operate in highly dy-
namic environments. Thus decentralized online algorithms are preferred over cen-
tralized offline algorithms. These algorithms should adapt to dynamics in net-
work connectivity (due to failed or energy depleted nodes) and energy levels of the

nodes.

3. Spatial Correlations: Since these networks monitor physical phenomena, data from
nearby sensors tend to be correlated (or similar). The number of transmissions
can be potentially reduced by exploiting correlations, resulting in energy sav-
ings. Routing algorithms should thus leverage the existence of spatial correlations

(whenever possible) while constructing routes.

The finite energy constraints and the autonomous mode of operation emphasize the
need for conserving the energy of these networks while still achieving the desired func-
tionality of gathering data. Hence in this study, we use mathematical modeling and
optimization techniques to analyze a few practical problems that arise in the context of
data gathering in a sensor network. Using these techniques, several useful design insights
are gained. Specifically, the analytical approach enables us to outline scenarios in which
traditional solutions to these problems do not yield optimal solutions. This observation
motivates the proposed thesis:

Severe energy constraints in sensor networks engender the need for a principled

approach to system design based on sound mathematical modeling and optimization.



In this dissertation, we support this thesis through the following case studies that

explore complementary aspects of data gathering in sensor networks:

e One-shot data gathering.

e En masse data gathering.

e Continuous data gathering.

For one-shot data gathering where data is replicated, we propose the ACQUIRE (AC-
tive Querying In sensoR nEtworks) mechanism [47] [48]. In ACQUIRE, a query con-
sisting of several sub-queries is processed by a sequence of local updates within d hops,
followed by query forwarding. The look-ahead parameter d enables ACQUIRE to span
the space from a Trajectory-Based Querying (TBQ) technique (when d=0) to a Flooding-
Based Querying (FBQ) technique (when d = D, the network diameter). Using simple
first order analysis, we show that the optimal value of the look-ahead parameter d for
ACQUIRE (that minimizes the number of transmissions) depends only on the query rate
and the data dynamics. For a given query rate, a large d (similar to FBQ) is suitable
for low data dynamics, while a small d (similar to TBQ) is suitable for high data dy-
namics. The first order analysis yields a common framework for comparing ACQUIRE,
FBQ, Expanding Ring Search (ERS) and random walk (random TBQ). It is seen that
ACQUIRE (with optimal look-ahead) can give up to 60% improvement in energy (num-
ber of transmissions) over ERS and orders of magnitude energy savings over FBQ, at
the cost of some increase in delay. The first order analysis is also validated by a detailed

Markov chain analysis and simulations.



For applications involving environmental monitoring in remote areas such as plan-
etary explorations and remote surveillance, it might not be possible or necessary for a
user to query the network periodically. In such cases, information from the entire sen-
sor network might have to be extracted “en masse” after a prolonged period of sensing.
We formulate the problem of extracting the maximum possible data from the network
as a multi-commodity flow problem [45] [46]. We present an iterative (1 + w) ap-
proximation algorithm that is based on an algorithm presented previously by Garg and
Konemann [19]. As a practical implementation, we use insights obtained from this cen-
tralized algorithm to develop a distributed fast greedy heuristic called E-MAX which
uses the exponential metric (that is both “energy-aware” and “data-aware”) based on
the approximation algorithm. Through simulations, we show that the greedy heuristic
incorporating the exponential metric performs near optimally (within 1 - 20% of the op-
timal) with significantly lower overhead compared to other energy aware shortest path
routing approaches particularly when nodes are heterogeneous in their energy and data
availability.

To construct balanced data gathering trees for continuous queries, we develop decen-
tralized utility-based mechanisms (inspired by game theory) to optimize routing in sensor
networks [44] [49]. Traditionally, game theory views the agents involved as being inher-
ently self-interested and investigates the strategies they should adopt when maximizing
their own payoff. At first glance, it would appear that such a theory would be ill-suited

to sensor networks where it is assumed that each node functions towards a system-wide



goal rather than being selfish. Indeed, the Nash Equilibrium of a game is not always
globally efficient. Our motivation for exploring the use of game theoretic mechanism
design is to use this formalism to enable decentralized decision making. It would be
of interest to see if networks can be designed to meet a specific global objective, given
that each sensor is selfish. The design of the network would then involve choosing lo-
cal utility functions for each sensor, such that when all sensors act selfishly using only
local information exchanges, they end up maximizing the system-wide global objective.
Specifically, we design local utility functions for constructing load balanced and energy
balanced data gathering trees.

These case studies are carefully chosen to cover a wide range of problem formu-
lations with noticeably different characteristics (i.e. different objective functions and
parameters). This leads to the use of different mathematical tools for analyzing these
problems. For example, for one-shot data gathering, it is of interest to minimize the
average energy consumed to answer a given query. This in turn depends on the average
number of update steps needed to completely resolve the query, which can be determined
by modeling the query resolution as a probabilistic process (Markov chain). In our sec-
ond case study on “en masse” data gathering, the objective is to maximize the amount
of data extracted (under the constraints of limited energy and data levels at the nodes),
which naturally lends itself to be modeled as a multi-commodity flow problem. For our
third case study on constructing balanced trees for continuous data gathering, we present

a novel approach to designing distributed algorithms for sensor networks by modeling



an inherently co-operative sensor network as a network of “selfish” sensors (where the
utility functions of these sensors are designed with respect to a desired global objective).
Choosing an appropriate analytical tool for a problem is an art in itself and can only be
perfected by practice.

The rest of this dissertation is organized as follows: chapter 2 discusses the related
work, chapter 3 describes one-shot data gathering, “en masse” data gathering is described
in chapter 4, while chapter 5 describes continuous data gathering. The contributions of
this dissertation are presented in chapter 6, while a brief overview of the analytical tools

used in the dissertation is given in chapter 7.



Chapter 2

Related Work

The nature of sensor network applications and the severe energy constraints on these
sensor nodes have given rise to several interesting system design principles for routing.

In this section, we give a very broad classification of these principles.

2.1 Data-Centric Routing

As mentioned in Chapter 1, in several sensor network applications, queries and responses
are for named data rather than end to end addresses. Bonnet, Gehrke and Seshadri [3],
[2] as well as Yao and Gehrke [57] present the COUGAR approach which treats sensor
networks as distributed databases, with users tasking the network with declarative queries
which are then converted by a front-end query processor into an efficient query plan
for in-network processing. Similarly Govindan et al. also argue that sensor networks
ought to be viewed primarily as virtual databases, with query optimization performed

via data-centric routing mechanisms within the network [20]. The efficient in-network
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computation of aggregate responses to queries is the subject of the paper by Madden et
al. [34].

Intanagonwiwat et al. propose and study Directed Diffusion, a data-centric protocol
that is particularly useful for responding to long-standing (or continuous) queries [27]
[26]. In Directed Diffusion, an interest for named data is first distributed through the
network via flooding (although optimizations are possible for geographically localized
queries), and the sources with relevant data respond with the appropriate information
stream. When the queries are for truly long term continuous flows, the cost of the initial
querying may be relatively insignificant, even if that takes place through naive flooding
(as for instance, with the basic Directed Diffusion). However, when they are for one-
shot data, the cost and overhead of flooding can be prohibitively expensive. Similarly, if
the queries are for replicated data, a flooding may return multiple responses when only
one is necessary. Thus other alternatives to flooding-based queries (FBQ) are clearly
desirable. The interest-flooding cost for Directed Diffusion can be reduced by using
Rumor-routing proposed by Braginsky and Estrin [4]. It adopts an interesting approach
- sources with events launch mobile agents which execute random walks in the network
resulting in event-paths. The queries issued by the querier/sink are also mobile agents
that follow random walks. Whenever a query agent intersects with an event-path, it uses
that information to efficiently route itself to the location of the event. Another routing
scheme related to Rumor-routing is the Comb Needle technique proposed by Liu, Huang

and Zhang [32]. In this case the queries build a horizontal comb-like routing structure,
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while events follow a vertical needle-like trajectory to meet the “teeth” of the comb. A
key tunable parameter in this construction is spacing between branches of the comb and
correspondingly the length of the trajectory traversed by event notifications, which can
be adjusted depending on the frequency of queries as well as the frequency of events. To
minimize the average total cost per query, the comb inter-spacing as well as the length
of the event trajectories should be smaller when the event to query ratio is higher; on
the other hand when the event to query ratio is lower, the comb inter-spacing as well
as the distance traversed by even notifications should be higher. When the frequency of
queries is more than the frequency of events, and there are multiple querying nodes, then
a reverse-comb structure can be employed, in which the events form the vertical comb
while queries take horizontal needle trajectories to match with events.

Several techniques have been proposed for guiding a query in a sensor network.
Nath and Niculescu propose Trajectory-Based Querying (TBQ) in which a query agent
is routed along a trajectory that could be directed and deterministically [36]. Informa-
tion Driven Sensor Querying (IDSQ) and Constrained Anisotropic Diffusion Routing
(CADR) mechanisms proposed by Chu, Hausseker and Zhao utilize the spatial charac-
teristics of the observed phenomena to optimize query routing [12]. In IDSQ, the sensors
are selectively queried about correlated information based on a criterion that combines
information gain and communication cost, while CADR routes a query to its optimal

destination by following an information gain gradient through the sensor network.
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Instead of guiding the query along a trajectory, another option is the use of an ex-
panding ring search from the sink. An expanding ring search proceeds as a sequence
of controlled floods, with the radius of the flood (i.e. the maximum hop count of the
flooded packet) increasing at each step if the query is not resolved at the previous step.
The choice of the number of hops to search at each step is a design parameter that can
be optimized to minimize the expected search cost using a Dynamic Programming tech-
nique [10]. However, in the absence of replicated/cached information in the network,
for arbitrarily located data, expanding ring searches do not provide useful gains over
flooding. Cheng and Heinzelman show that less than 10% energy savings are obtained
from expanding ring search compared to flooding when there is no caching/replication
of data in the network, while the delay increases significantly [11]. Intuitively, when
there is frequently cached information, expanding ring searches are more likely to offer
significant improvements because the likelihood of resolving the query earlier would be
higher.

Data-centric routing (resource discovery) has also been explored in the context of
mobile ad hoc and peer-to-peer (P2P) overlay networks on the Internet. Helmy et al.
propose CARD (Contact Based Architecture for Resource Discovery), a novel architec-
ture for resource discovery in large-scale mobile ad hoc networks [24]. Lv et al. discuss
the possibility of launching k-random walks through the unstructured P2P network for
discovering required files/data [33]. However there are some subtle differences in these

overlay networks and sensor networks. One of them is that the cost model is different —
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in P2P networks one is primarily concerned with minimizing bandwidth usage and de-
lay while we are primarily concerned with minimizing energy consumption; the second
trajectories followed by active queries need not necessarily be random walks, they could
be directed.

In chapter 3 of this thesis, we propose ACQUIRE, a novel data-centric routing scheme
for answering one-shot queries for replicated data. In ACQUIRE, a query is processed
by a series of local floods within d hops followed by query forwarding. As mentioned
in chapter 1, we show that the optimal value of d (that minimizes the number of trans-
missions) is governed by the query rate and data dynamics. For a given query rate, a low
value of d (similar to TBQ) is optimal for high data dynamics. On the other hand, a high

value of d (similar to FBQ) is optimal for low data dynamics.

2.2 Data-Centric Storage

One alternative to eliminate the flooding phase in certain data-centric routing protocols
described earlier is to store data within the sensor network in a structured manner. This
is achieved by Data-Centric Storage (DCS), proposed by Ratnasamy et al., in which
sensed data are stored at a node determined by the name associated with the data [43].
This approach is particularly useful for storing information to deal with historic queries
(i.e. queries for non-current data). Through simple first order analysis, it is shown that
DCS is preferable in cases where the sensor network is large and there a many detected

events and not all of them are queried for. They propose Geographic Hash Table (GHT), a
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DCS system that hashes event types into geographic co-ordinates and stores the relevant
data at the node closest to that location. While the initial incarnation of GHTs require
the nodes to know their geographic location, the routing scheme proposed by Rao et
al. that overlays a virtual co-ordinate system can be used when the perimeter nodes
know their location information but the other nodes do not [42]. Gao ef al. propose the
fractional cascading information storage for answering range queries in sensor networks
[18]. A sample class of range queries they consider is of the form (¢, R,7T"), where
q is the querying sensor, R is a rectangular region in the deployment area and 7' is the
temperature range. To answer such queries efficiently, they propose to overlay a quad tree
over the topology where each sensor stored summarized information about siblings of
nodes that are on its path to the root of the quad tree. In a dense network of n nodes, each
sensor thus stores O(log n) information. Moreover, this storage scheme makes close by
sensors to have highly correlated world views, leading to smooth information gradients.
Their localized algorithms for answering range queries are shown to be optimal with

respect to the communication overhead.

2.3 Energy-Aware Routing

The limited energy of the sensors motivate the need for developing routing and querying
algorithms that are energy efficient. Energy-aware routing (that dynamically adapts to
changing energy levels of the nodes) significantly improves lifetime of wireless ad hoc

networks [51] [54]. The definition of network lifetime is quite application specific. A
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few examples of these definitions are: time till network disconnection, time till first (last)
node is energy depleted, etc.

Heinzelman et al. propose a family of adaptive protocols called SPIN for energy effi-
cient dissemination of information throughout the sensor network [23]. These protocols
actively monitor the current sensor resources and the nature of the data so as to efficiently
utilize the scarce energy resources. Heinzelman et al. propose LEACH, a scalable adap-
tive clustering protocol in which nodes are organized into clusters and system lifetime
is extended by randomly choosing the cluster-heads [22]. Each cluster-head in LEACH
then sends the aggregated data directly to the base station, although this communication
can be very expensive in large networks. Lindsey and Raghavendra propose an alterna-
tive data gathering scheme called PEGASIS [31]. In this scheme the nodes organize
themselves in a chain to communicate data to neighbors and a sensor nodes is elected to
send all the data to the base station. Lifetime is again improved by changing the elected
node. Lindsey, Raghavendra and Sivalingam indicate that delay might also be an im-
portant metric in addition to lifetime and study data gathering schemes that explore the
trade-off between energy consumed and delay incurred [30].

While the above studies propose heuristics to extend network lifetime, other studies
adopt a more formal approach by using Linear Program (LP) formulations to maximize
the network lifetime. Chang and Tassiulas formulate the global problem of maximizing
the network lifetime with known origin destination flow requirements as a LP, and pro-

pose a flow augmentation heuristic technique based on iterated saturation of shortest-cost
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paths to solve it [9]. The basic idea is that in each iteration, every origin node computes
the shortest cost path to its destination, and augments the flow on this path by a small
step. After each step the costs are recalculated, and the process repeated until any node
runs out of its initial energy F;. Chang and Tassiulas also propose an approximation
algorithm that gives a (1 + w) approximation ratio for maximizing the life time of a net-
work [8]. This algorithm is based on the approximation algorithm developed by Garg
and Konemann for multi commodity flows [19]. Bhardwaj and Chandrakasan use LP
based on network flows to examine feasible role assignments (FRA) of nodes as a means
of maximizing the lifetime of aggregating as well as non-aggregating sensor networks
[1]. Kalpakis, Dasgupta and Namjoshi examine the MLDA (Maximum Lifetime Data
Aggregation) problem and the MLDR (Maximum Lifetime Data Routing) problem, for-
mulating it using multi-commodity network flows [28]. They use the solution obtained
by solving the LP to construct a schedule of data gathering to optimize the network life
time. They observe that as the network size increases, solving the LP takes considerable
time. Hence they propose some clustering heuristics to achieve near-optimal perfor-
mance. Gandham, Dawande and Prakash use LP flow based formulations to propose
algorithms for the following problems that arise in collecting data from sensors at one
or more base stations: a) minimizing the total energy and b) minimizing the total energy
while minimizing the maximum energy spent by a node [17].

A novel definition of network life time is the “maximum node lifetime curve” pro-

posed by Brown, Gabow and Zhang [5]. Informally, the maximum node lifetime curve
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attempts to maximize the time until a set of nodes drain their energy (at a “drop point”
say) while minimizing the number of nodes that drain their energy at each “drop point”.
They formulate the maximum node lifetime curve as an LP. They propose an algorithm
that solves the LP to obtain the flow to be routed on each path to maximize the node
lifetime curve. The running time of this algorithm is further improved upon by Hou, Shi
and Sherali [25].

In chapter 4 of this thesis, we examine the maximum data gathering problem where
data is gathered “en masse” from a sensor network. This problem is analogous to the
problem of maximizing the life time of a network where data is gathered continuously at
some desired frequency. We show that the “en masse” data gathering problem introduces
“data-awareness” in addition to “energy-awareness” as an important design consideration

for routing.

2.4 Utility-Based Routing

Due to the autonomous and unattended mode of operation of a sensor network, it is
desirable to design routing algorithms that are decentralized. Quite a few studies have
used the concepts of utility functions for this purpose. This approach was first used by
Byers and Nasser for constructing a data aggregation tree in a sensor network [6]. For
energy efficiency considerations, they allow for some sensors to be in a sleep state and
not perform any sensing. This notion is captured by a global objective function that is

concave in the number of nodes involved in the sensing operation at each round. They
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then propose a distributed algorithm in which each sensor node decides whether it should
be involved in the sensing operation at each round. This algorithm maximizes the total
utility of the sensing operation over time. Kannan ef al. propose a paradigm shift in
routing for inherently cooperative sensor networks by treating each sensor as a selfish
entity [29]. They suggest each sensor should make an “optimal” decision for itself rather
than trying to attain global optimality. They use this approach to design algorithms for
reliable data gathering. For each sensor, they propose a utility function that depends
on the importance of its data and the reliability of its path to the sink. They define the
desired optimal tree as the Nash Equilibrium of the interaction of these selfish sensors.
It is shown that computing the Nash Equilibrium is NP-Hard in general, but outline
conditions in which the Nash Equilibrium corresponds to commonly desired trees such
as the most reliable tree or a shortest path tree. Similar game theoretic studies have been
widely used to model the impact of social behavior on the Internet [39]. Attaining the
desired global objective in the presence of selfish agents (whose utility functions are
known beforehand) is dealt by Algorithmic Mechanism Design (AMD) [37]. This is
usually done by offering incentives to the agents in the form of payments.

In chapter 5 of this thesis, unlike earlier studies that analyze the Nash Equilib-
rium resulting from the interaction of selfish agents (whose utility functions are known

apriori), we examine the problem of designing utility functions for individual sensors
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(agents) such that the resulting Nash Equilibrium coincides with a desired global objec-
tive. Specifically, we design these utility functions for two specific global objectives of

load balancing and energy balancing.
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Chapter 3

One-Shot Data Gathering

Depending on the applications, there are likely to be different kinds of queries in sensor

networks. Consider the following examples:

e Bird Habitat Monitoring Scenario: Imagine a network of acoustic sensors de-
ployed in a wildlife reserve. The processor associated with each node is capable
of analyzing and identifying bird-calls. Assume each node stores any bird-calls
heard previously. The task “obtain sample calls for the following birds in the re-
serve: Blue Jay, Nightingale, Cardinal, Warbler” is a good example of a one-shot
(because each sub-query can be answered based on stored and current data) query,
and is for replicated data (since many nodes in the network are expected to have
information on such birds). Another example of a one-shot query in this network
might be “return 5 locations where a Warbler’s call has been recorded” (the request

for each location is a sub-query).
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e Micro-Climate Data Collection Scenario: Imagine a heterogeneous network
consisting of temperature sensors, humidity sensors, wind sensors, rain sensors,
vibration sensors etc. monitoring the micro-climate in some deployed area. It is
possible to put together a number of separate basic queries such as “Give one loca-
tion where the temperature is greater than 80 degrees?”, “Give one location where
there is rain at the moment in the area?”, and “Give one location where the wind
conditions are currently greater than 20 mph?” into a single batched query. This
query is one-shot (as it asks only for current data) and is also for replicated data

(since several nodes in the network may be able to answer the queries).

Flooding-based query mechanisms such as the Directed Diffusion data-centric rout-
ing scheme [27] are well-suited for continuous, aggregate queries. This is because the
cost of the initial flooding of the interest can be amortized over the duration of the con-
tinuous flow from the source(s) to sink(s). However, keeping in mind the severe energy
constraints in sensor networks, a one-size-fits-all approach is unlikely to provide efficient
solutions for other types of queries. !

Hence, we present a new data-centric querying mechanism, ACtive QUery forward-
ing In sensoR nEtworks (ACQUIRE) [47]. Fig. 3.1 shows the different categories of

queries and the kinds of queries in sensor networks that ACQUIRE is well-suited for:

one-shot queries for replicated data.

'In the above examples, there is an implicit assumption that the sub-queries can all be resolved. Without
this assumption, it is not be possible to do anything more intelligent than querying all nodes in the network.

22



Contmuous One Shot

Unique Data Replicated Data

Figure 3.1: A categorization of queries in sensor networks: the shaded boxes represent the query
categories for which the ACQUIRE mechanism is well-suited.

The principle behind ACQUIRE is to inject an active query packet into the network
that follows a random (possibly even pre-determined or guided) trajectory through the
network. At each step, the node which receives the active query performs a triggered,
on-demand, update to obtain information from all neighbors within a look-ahead of d
hops. As this active query progresses through the network it gets progressively resolved
into smaller and smaller components until it is completely solved and is returned back to
the querying node as a completed response.

While most prior work in this area has relied on simulations in order to test and val-
idate data-querying techniques, we have taken here a mathematical modeling approach
that allows us to derive analytical expressions for the energy costs associated with AC-
QUIRE and compare it with other mechanisms, and to study rigorously the impact of
various parameters such as the value of the look-ahead parameter d and the ratio of up-
date rate to query rate. Our mathematical analysis is validated through simulations.

The rest of this chapter is organized as follows: we provide a basic description of
the ACQUIRE mechanism in section 3.1. In section 3.2 we develop our mathematical

model for ACQUIRE and derive expressions for the energy cost involved as a function
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of the number of queried variables, the look-ahead parameter, and the ratio of the refresh
rate to the query rate. We develop similar models and energy cost expressions for two
alternative mechanisms: flooding-based queries (FBQ) and expanding ring search (ERS)
in section 3.3. We first examine the impact of critical parameters on the energy cost
of ACQUIRE and then compare it to the alternative approaches in section 3.4. Our
analytical models are validated by simulations in section 3.5. The average response
latency incurred by ACQUIRE, ERS and FBQ is analytically modeled in section 3.6,
while the caching storage requirements are discussed in section 3.7. A discussion of our

results is presented in section 3.8. Finally, section 3.9 summarizes this chapter.

3.1 Basic Description of ACQUIRE

In order to explain ACQUIRE, it is best to begin first with an overview of traditional
flooding-based query techniques. In these techniques, there is a clear distinction between
the query dissemination and response gathering stages. The querier/sink first floods sev-
eral copies of the query (which is an interest for named data). Nodes with the relevant
data then respond. If it is not a continuous/persistent query (i.e. one that calls for data
from sensors for an extended period of time as opposed to a single value), then the flood-
ing can dominate the costs associated with querying. In the same way, even when data
aggregation is employed, duplicate responses can result in suboptimal data collection in

terms of energy costs.
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By contrast, in ACQUIRE there are no distinct query/response stages. The querier
issues an active query which can consist of several sub-queries, each corresponding to a
different variable/interest. The active query is forwarded step by step through a sequence
of nodes. At each intermediate step, the node which is currently carrying the active
query (the active node) utilizes updates received from all nodes within a lookahead of
d hops in order to resolve the query partially. New updates are triggered reactively by
the active node upon reception of the active query only if the current information it has
is obsolete (i.e. if the last update occurred too long ago). After the active node has
resolved the active query partially, i.e. after it has utilized its local knowledge to answer
as much of the query as possible, it chooses a next node to forward this active query to.
This choice may be done in a random manner (i.e. the active query executes a random
walk) or directed intelligently based on other information, for example in such a way as
to guarantee the maximum possible further resolution of the query. Thus as the active
query proceeds through the network, it keeps getting “smaller” as pieces of it become
resolved, until eventually it reaches an active node which is able to completely resolve
the query, i.e. answer the last remaining piece of the original query. At this point, the
active query becomes a completed response and is routed back directly (along either the
reverse path or the shortest path) to the originating querier.

The difference between traditional querying techniques and ACQUIRE, and the looka-

head scheme of ACQUIRE are illustrated in figures 3.2 and 3.3 respectively.
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Figure 3.2: Tllustration of traditional flooding-based queries (a), (b), (¢), and ACQUIRE (d) in a

sample sensor network.

3.2 Analysis of ACQUIRE

We now build a mathematical model to analyze the performance of ACQUIRE in terms

of its expected completion time and associated energy costs. This will also enable us

to determine the optimal look-ahead parameter d. There are several metrics for energy

costs. In our case, we focus on the number of transmissions as the metric for energy cost.
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Figure 3.3: Illustration of ACQUIRE with a one-hop lookahead (d = 1). At each step of the
active query propagation, the node carrying the active query employs knowledge gained due to
the triggered updates from all nodes within d hops in order to partially resolve the query. As d
becomes larger, the active query has to travel fewer steps on average, but this also raises the update
costs. When d becomes extremely large, ACQUIRE starts to resemble traditional flooding-based
querying.

3.2.1 Basic Model and Notation

Consider the following scenario: A sensor network consists of X sensors. This network
tracks the values of certain variables like temperature, air pressure, humidity, etc. Let
V = {V},V,,..Viy} be the N variables tracked by the network. Each sensor is equally
likely to track any of these /V variables. Assume that we are interested in finding the
answer to a query Q@ = {Q1, Q,...Q s} consisting of M sub-queries, 1 < M < N and
Vi:i < M,Q; € V. Let Sy, be the average number of steps taken to resolve a query

consisting of M sub-queries. We define the number of steps as the number of nodes to
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which the query is forwarded before being completely resolved. Define d as the look-
ahead parameter. Let the neighborhood of a sensor consist of all sensors within d hops
away from it. In general the number of sensors in the neighborhood is dependent on the
node density, the transmission range of the sensors, etc. However, we make the following

assumptions about the sensor placement and their characteristics:

1. The sensors are laid out uniformly in a region.

2. All the sensors have the same transmission range.

3. The nodes are stationary and do not fail.

We model the size of a sensor’s neighborhood (the number of nodes within d hops)
as a function of d, f(d), which is assumed to be independent of the particular node in
question?. We also assume that all possible queries () are resolvable by this network (i.e.
can be responded to by at least one node in the network).

Mechanism of Query Forwarding:

Initially, let sensor z* be the querier that issues a query () consisting of M subqueries®.

’The size of the neighborhood is actually a measure of the number of different variables tracked by
a node’s neighborhood. For the sake of simplicity, we assume that each sensor tracks a single variable.
However, this assumption does not affect the conclusions of our analysis

30ne way to think of the size of the query M is to treat it as a “batch” parameter which effects a tradeoff
between latency for batching and the latency and energy for query completion. Imagine independent sub-
queries arrive at the central node at a fixed rate, then the time to put together a single batched query
increases linearly with M, while the expected query completion time and energy increases only sub-
linearly with M (as shown in section 3.2). In general the larger M is, the worse the batching latency, but
better the average query completion time and energy expenditure (assuming subsequent queries are only
sent out after the previous one has terminated).
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Let d be the look-ahead parameter i.e each sensor can request information from sensors

d hops away from it. In general when a sensor x gets a query it does the following:

1. Local Update: If its current information is not up-to-date, = sends a request to all
sensors within d hops away. This request is forwarded hop by hop. The sensors
who get the request will then forward their information to z. Let the energy con-
sumed in this phase be £,,44c. Detailed analysis of £),,q4¢. Will be done in section

3.2.4.

2. Forward: After answering the query based on the information obtained, x then
forwards the remaining query to a node that is chosen randomly from those d hops

away.

Since the update is only triggered when the information is not fresh, it makes sense to
try to quantify how often such updates will be triggered. We model this update frequency
by an average amortization factor c, such that an update is likely to occur at any given
node only once every % queries. In other words the cost of the update at each node is
amortized over % queries, where ¢ < 1. For example, if on average an update has to be

done once every 100 queries, ¢ = 0.01%.

“It might be convenient to think of every datum having a time duration during which it is valid. During
this period, all queries for the corresponding variable could be answered from the value cached from
previous triggered updates. E.g. a sample bird call might have a longer validity period than a temperature
reading.
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After the query is completely resolved, the last node which has the query returns the
completed response’ to the querier z* along the reverse path ®. We use « to denote the
expected number of hops from the node where the query is completely resolved to x*.

Let Sy, be the average number of steps to answer a query of size M. Thus, the aver-
age energy consumed to answer a query of size M with look-ahead d can be expressed
as follows:

Ecwg - (CEupdate + d)'SM + « (31)

Now, if d = D, where D is the diameter of the network, z* can resolve the entire
query in one step without forwarding it to any other node. However, in this case, Fq,q
will be considerably large. On the other hand, if d is too small, a larger number of
steps Sy will be required. In general, Sy, reduces with increasing d, while E.,,qq4e
increases with increasing d. It is therefore possible, depending on other parameters, that
the optimal energy expenditure is incurred at some intermediate value of d. One of the
main objectives of our analysis is to analyze the impact of parameters such as M, N, c,

and d upon the energy consumption Eq,, of ACQUIRE.

>We note that it also makes sense to return partial responses back to the querier, as each sub-query is
resolved along the way. This would reduce the energy and time costs of carrying partial responses along
with the partial query. Our analysis thus overestimates the energy cost, and could be tightened further in
this regard.

®If additional unicast or geographic routing information is available, the completed response can also
be sent back along the shortest path back from the final node to the querier.
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3.2.2 Steps to Query Completion

In this section, we present a simple analysis of the average number of steps to query
completion as a function of M, N and f(d).

Consider the following experiment. Each sensor tracks a value chosen between 1 and
N with equal probability. Fetching information from each sensor can be thought of as a
trial. Define a “success” as the event of resolving any one of the remaining sub-queries.
Thus, if there are currently M sub-queries to be resolved, then the probability of success
in each trial is p = % and the probability of failure is ¢ = % The number of trials
till the first success i.e. the number of sensors from which information has to be fetched
till one of the sub-queries can be answered is a geometric random variable. Thus, the

expected number of trials till the first success is % = % Now the whole experiment can

be repeated again with one fewer sub-query. Thus, now, p = 2= and ¢ = ¥=*1. The

N
expected number of trials till the first success (i.e. another query being answered) is %
and so on.
Define the following:

1. oj; = The number of trials till M successes i.e. the resolution of the entire query.
2. X;: The number of trials (counted from the (i — 1)™" success) till the i success.

oy and X;’s are random variables.

Now,

ou =Y X (3.2)
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By linearity of expectation,

M
E(on) =) E(X)) (3.3)
i=1
M
=N 34
Z M—-i+1 G4
Now, ZZ e z+1 = H(M) where H(M) is the sum of the first M terms of the har-

monic series.

It is known that H (M) ~ In(M) + -, where v = 0.57721 is the Euler’s constant. Thus,

E(oy) = N(InM +7) (3.5)

Now, since we consider fetching information from f(d) sensors as 1 trial (step) rather

than f(d) trials (steps)’:

_E(O’M) N N(In M + ~)
M=) YT @ G0

Eqn. 3.6 expresses the average number of steps to query completion (Sj,) as a func-

tion of the total number of variables (/V), the query size (M) and the neighborhood size

(f(d)).

"Here, we make an assumption that f(d) new nodes will be encountered at every node where the query
is forwarded. However, due to overlap, the number of new nodes actually encountered might be a fraction
of f(d) i.e. (1 —9)f(d), where 0 < 6 < 1, is a measure of the average overlap of the neighborhoods of
nodes handling the query. It depends on algorithm used to route the query. For ACQUIRE to perform
efficiently, this overlap should be small. We will briefly discuss this issue again in section 3.8
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To answer more complex questions like “what is the probability that at least one sub-
query can be resolved in a single step?”, we formulate the query forwarding process as a

Markov chain in section 3.2.3.

3.2.3 Markov Chain Analysis

Assume that a query () consisting of M sub-queries is at a sensor z. If d is the look-
ahead, then sensor x will have information about the values stored by f(d) sensors.
Thus, = can resolve at most min(f(d), M) out of the M sub-queries. In the worst case,
x cannot resolve any of the M sub-queries. After resolving the possible sub-queries,
x will forward the remaining query " C () to a sensor which is chosen uniformly at
random from those exactly d hops away. Assuming that whenever a sensor gets the
query, it can always get information from f(d) new nodes (i.e. there are no loops in the
query forwarding process and the topology of the network is regular), the probability of
answering K’ of the M sub-queries is dependent only on the information obtained from
the f(d) nodes. This characteristic of the query forwarding process naturally lends itself
to be modeled as a Markov chain, as shown in figure 3.4.

The states of this Markov chain are the number of unresolved sub-queries at any
instant. Thus, given a query consisting of M sub queries, the states of the Markov chain
are M, M — 1, M — 2,...0. State O is the absorption state. This Markov chain has certain

characteristics:

1. There is no transition from state M’ to M" where M’ < M"
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Figure 3.4: Markov chain with states representing the number of unresolved sub-queries of an
active query. Transitions are only to lower-valued states at most min(f(d), M) to the right, and
the chain terminates at the absorbing state 0 when all sub-queries have been resolved.

2. From a state M, there can be no transition to a state M"” where M’ — M" > f(d)

The Markov chain formulation is useful in that once the transition probabilities be-
tween the various states are known, the mean time to absorption (i.e. S;) can be easily

calculated. Our next step is to find the transition probabilities of the Markov chain.

Transition Probabilities:

Let K (with a slight abuse of notation) be the event of getting answers to K distinct
sub-queries from f(d) sensors. We now determine P (k).

The answers obtained from these f(d) sensors can be considered as strings of length

f(d), where each character is a variable V;,1 < i < N. Let A(K) be the number of
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strings of length f(d) which contain each of the variables V1, Vjs, ...V| i.e. the number

of strings consisting of the given set of K distinct variables. Now,

A(0) = 0
A1) = 1
A(G) = jf“)—i(j,)A(j’) (3.7)

j'=1

i.e. the number of strings of length f(d) that contain each of the j variables can be
computed as follows: first compute the number of all possible strings of length f(d)
which contain some or all of variables V;;, Vs, ...V};. Then subtract the number of strings
containing less than j distinct variables. The number of strings containing j' < j distinct
variables is ( j,)A( j'). Bach such string of length f(d) has a probability of . Thus,
the probability that a string of length f(d) consists of each of the variables V1, Vs, ...V

can be given by:

A(K
P(‘/lla‘/lQa ‘/ZK) = % (38)

There are (N

K) ways of choosing K distinct variables. Thus,

— (3.9)
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Using the recurrence for A(j),1 < j < N from Eqn. 3.7, P(K) can be computed.

Next, we evaluate the probability that K’ sub-queries are resolved given

1. answers to K distinct values are gained from the f(d) sensors (let us call this the

event K as before)
2. I sub-queries are currently unresolved (again, let us call this the event )

We denote this probability by P(K'|I, K). Let K'|I = A, and K = B. Now, B =
N
U](.if Bj where B; is the event of getting a certain set of K (out of V) distinct values

from the f(d) sensors such that:

1. Bjs are mutually exclusive. i.e P(B; N By) = 0, for i # 7.

Also,Vj,1 < j < (¥): P(Bj) = 4%} (from Eqn. 3.8)

P(ANB)
P(B)

P(AN (u(. >Bj))

PR

P(UJQA N B;)
P(K)

>%) pan )
P(K)

) p(ajB)P(B;)

_ = PlK) (3.10)

N
K
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Now, P(A|Bj) i.e. P(K'|I, B;) is the probability that /" sub-queries (out of the I) are

resolved given a particular set B; of K distinct values obtained from the f(d) sensors.

() ()

(7)

i.e. given K distinct answers from the f(d) sensors, K’ (out of the /) sub-queries can be

Vi< )< @) . P(A|B;) = P(K'|I, B;) = 3.11)

resolved iff the current query consists of some K’ variables chosen from the K variables

and [ — K’ variables chosen from the remaining N — K variables. The former can be

N-K

chosen in (,) ways and the latter in (Y5

) ways. However, the total number of ways

of choosing [ variables from N is (]IV ) , thus giving the required probability. Thus,

PAB) = LIRS P
O
= P

() 05)
)

(3.12)

Thus,

K N-K
(K/)(NI_K/) if KK<KO0<I-K <N-K

0 otherwise
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Thus,

1(d)
P(K'|I) = > P(K'|I,1) x P(l)

=K'

LD VN aa
§:<)< ) AW

G

(from Eqn.3.9) (3.14)
=K'

P(K'|I) gives the transition probability from state [ to state ] — K’. Using the above
expression, the state transition matrix R for the Markov chain can be calculated. Let
Si, 1 <1 < M be the mean number of steps to absorption from state ¢. Then the S;s can
be calculated as follows:

(I-RS=E (3.15)

where [ is an M x M Identity matrix, S is a M x 1 column matrix and £/ isa M x 1
column matrix of ones. S, will give the mean number of steps to absorption from state

M i.e. the mean number of steps to answer a query consisting of M/ sub-queries.

3.2.4 Local Update Cost

The energy spent in updating the information at each active node that is processing the
active query 44t can be calculated as follows: assume that the query () is at the active
node x. Given a look-ahead value d, z can request information from sensors within d
hops away. This request will be forwarded by all sensors within d hops except those that
are exactly d hops away from x. Thus the number of transmissions needed to forward

this request is the number of nodes within d — 1 hops which is f(d — 1). The requested
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sensors will then forward their information to . Now, the information of sensors 1 hop
away will be transmitted once, 2 hops away will be transmitted twice,... d hops away

will be transmitted d times. Thus,

d
Eupdate = (f(d - 1) + ZZN(Z)) (316)
i=1

where N (i) is the number of nodes at hop i. N (i) will be determined later in section

3.2.5.

3.2.5 Total Energy Cost

We make the assumption that each active node forwards the resolved query to another
node that is exactly d hops away, requiring d transmissions. Hence the average energy

spent in answering a query of size M is given as follows:
Eavg = (CEupdate + d)SM + « (317)

where « is the expected number of hops from the node where the query is completely

resolved to the querier x* 8. This is the cost of returning the completed response back to

$Here, we are actually over-estimating Eq4vg by an additive amount of Sy as the query will not be
forwarded at the last step, but will be returned back to the querier.
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the querier node. This response can be returned along the reverse path in which case «

can be atmost d.S,,. Thus,
Eavg = (CEupdate + Qd)SM (318)

Special Case: d = 0 - Random Walk

If the look-ahead d = 0, the node = will not request for updates from other nodes. x
will try to resolve the query with the information it has, and will forward the query to a
randomly chosen neighbor. Thus, in this case, ACQUIRE reduces to a random walk on
the network. On an average it would take F/(o);) steps to resolve the query and E (o)

steps to return the resolved query back to the querier z*. Thus,

Ewy = 2E(ou) (3.19)

3.2.6 Optimal Look-ahead

As mentioned in section 3.2.5,

d
Eag = {(f(d=1)+) iN(i))c+2d}Sy  (fromEqn.3.16 and 3.18)
=1

{(Fd-1+ Y iN@)e+ 2d}%

Q

(from Eqn.3.6)

(3.20)
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If we ignore boundary effects, it can be shown that f(d) = (2d(d + 1)) + 1 for a grid’

Also,

N(@) = fi)—fGi—-1)
= 2i(i4+1)—2(—1)i

= 44 (3.21)

1.e. the number of nodes exactly 2 hops away from a node x on a grid is 4¢. Thus,

N(ln M + )
2(d)(d+1))+1
N(In M + )
2(d)(d+1))+1
2d
2d2—|—2d+1}

Bay ~ {(2(d—1)(d)+ 1+ 4i®)c+ 2d}

=1

{(2(d —1)(d) + 1+ %(d)(d+ 1)(2d + 1)) + 2d}

Q

eN(In M + ) 4d® + 1242 — 4d + 3
3 242 + 2d + 1

Q

(
{ + N(In M ++)

(3.22)

To find the value of d (as a function of ¢, N and M) that minimizes the £,,,, we differ-

entiate the above expression w.r.t. d and set the derivative to 0. We get the following:

2 (N1In M + ) (4ed" + 8cd® + 22¢d? + 6¢d — 5¢ — 6d* 4+ 3) 0
3 (2d% + 2d + 1)2 B

ded* + 8cd® 4 22¢d? + 6¢d — 5 —6d°+3 = 0 (3.23)

“Here we assume that at every node handling the query, there are f(d) new nodes available in the
neighborhood i.e. the query is routed such that there is minimal overlap between the neighborhoods of
nodes handling the query. Ignoring this overlap does not affect our study as we will point out in section
3.8
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Thus, the optimal look-ahead d* depends on the amortization factor ¢ and is independent
of M and N.

Ifd=0:

Ewg =~ 2N(InM + ) (from Eqn. 3.5 and 3.19) (3.24)

In this case, since no look-ahead is involved, F,,, is independent of c and d.

3.2.7 Effect of c on ACQUIRE

We first analytically study the behavior of ACQUIRE for different values of ¢ and d and
find the optimal look-ahead d* for a given ¢, M and N. We used Eqn. 3.22 derived in
section 3.2.6. N was set to 100 and M was set to 20. We varied ¢ from 0.001 to 1 in
steps of 0.001 and d from 1 to 10. For d = 0, £, is independent of ¢ and d as shown by
Eqn. 3.24 in section 3.2.6.

Figure 3.5 shows the energy consumption of the ACQUIRE scheme for different
amortization factors and look-ahead values. Let d* be the look-ahead value which pro-
duces the minimum average energy consumption. It appears that d* significantly depends
on the amortization factor.

Figure 3.6 shows that as the amortization factor ¢ decreases, d* increases. i.e. as
the query rate increases and the network dynamics decreases it is more energy-efficient
to have a higher look-ahead. This is intuitive because in this case, with a larger look-

ahead, the sensor can get more information that will remain stable for a longer period of
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Figure 3.6: Effect of ¢ on d* for N = 100 and M = 20. The x-axis is plotted on a log
scale.
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time which will help it to answer subsequent queries. Thus, in our study, for very small
¢ (0.001 < ¢ < 0.01), d* is as high as possible ( d* = 10 ). On the other hand, for
0.08 < ¢ < 0.9 (approx.), the most energy efficient strategy is to just request information
from the immediate neighbors (d = 1). It is also seen that there are values of ¢ in
the range from [0.001, 0.1] such that each of 1, 2, ...10 is the optimal look-ahead value. If
¢ > 0.9 (approx.), the most efficient strategy for each node x is to resolve the query based
on the information it has (without even requesting for information from its neighbors i.e.

d=0).

3.3 Analysis of Alternative Approaches

In this section, we present the energy cost of expanding ring search and flooding-based

query mechanisms.

3.3.1 Expanding Ring Search (ERS)

In an Expanding ring search, at stage 1, the querier * will request information from
all sensors exactly one hop away. If the query is not completely resolved in the first
stage, x* will send a request to all sensors two hops away in the second stage. Thus, in

general at stage ¢, * will request information from sensors exactly ¢ hops away. The
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average number of stages t,,;, taken to completely resolve a query of size M can be

approximately determined by the First order analysis in section 3.2.2:

Z N(Gi) = N(InM +~) (from Eqn.3.5)

422’ = N(InM +7) (from Eqn.3.21)
2tmin(tmin +1) = N(InM +7)

2(tmin)? + 2tmin — N(In M +v) = 0 (3.25)

tmin can be determined by solving the above quadratic equation (taking the ceiling if
necessary to get t,,;, as an integer).

In ERS, at stage i, all nodes within ¢ — 1 hops of the querier 2* will forward the x*’s
request. Let N, (7) be the expected number of nodes at hop ¢ that will resolve some
sub-query. The response from these nodes will be forwarded over ¢ hops. There are a

total of ¢,,,;,, stages. Thus, the total update cost is given as follows:

tmin

Eupdate = Z(f(z - 1) + iNavg(i))

tmin tmin

= D fli—1)+ > iNay(i) (3.26)
i=1 =1
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Navg(i) can be computed as follows: at the i*" step, f(i — 1) nodes would already
have been requested for their information. The expected number of sub-queries resolved

M,.(i — 1) before the i*" step can be given as follows:

fi—1) = N(In(M.(i—1))+7) (from Eqn.3.5)

fG=1)

My(i—1) = ¢~ 7 (3.27)

Thus, in the i*" step, the probability of “success” is given by

M — M,.(i—1)
pi = N (3.28)

Thus, in step 7, the expected number of nodes that will resolve some sub-query is given

by:

Nawg(i) = N(@@)p; (substituting p; for p in Eqn.3.31)

fli—1
M— "5

= NG

) (3.29)
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Since the query is not forwarded to any other node,

Euwg = FEupdateC (substituting d =0, a =0, Sy =1 in Eqn.3.17)

tmin tmin fG-1) —

= (2i(i—1)+1)+ZiN(i)(W))c

i=1 i=1

1

tomi fi=1)
Ui M—e"~ 77
N
> V=)
[ fi=1)
2 2 M—e "~ 77
— (2 NV (t —1 et N (i) (e
(B(tmm)(tmm + )(tmm ) + lmin + - ¢ (Z)( N ))C

(3.30)

3.3.2 Flooding-Based Query (FBQ)

In FBQ, the querier z* sends out a request to all its immediate neighbors. These nodes in
turn, resolve the query as much as possible based on their information and then forward
the request to all their neighbors and so on. Thus, the request reaches all the nodes in the
network.

In general, as mentioned in Eqn. 3.17 from section 3.2.5,

Eavg = (CEupdate + d)SM + «

In FBQ:
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1. The request for triggered updates will have to be sent as far as R hops away from
the querier x* (near the center of the grid) where R is the “radius” of the network

i.e. the maximum number of hops from the center of the grid.
2. d = 0, as the query is not forwarded.
3. a =0, as the query is completely resolved at the origin of the query itself.
4. Sy =1

Let Ny,,4(7) be the expected number of nodes at hop ¢, that can resolve some part of the
query. This can be determined along similar lines as in section 3.2.2:

As before, consider the fetching of information from a sensor as a “trial”. In each “trial”,
the probability of success is p = % and the probability of failure is ¢ = % The

number of successes is a binomial random variable. The total number of “trials” at hop ¢

is N (7). Thus, the expected number of successes at hop i is given by

Nawg(i) = N(i)p (3.31)

48



The response of each of the N,,,(7) nodes will be forwarded over 7 hops.

Thus, for FBQ, £, 1s given as follows:

Fag = (J(R)+ Y iNaw(0))c
R
= R+ Y iNG) e

= R+ 5 Y iNGi)e

— (2R(R+1)+1+ g%R(R +1)(2R +1))c (3.32)

For a grid with X nodes, R = /X. Thus, For a given M, N and ¢, F,,, oc X%/2.

3.4 Comparison of ACQUIRE, ERS and FBQ

3.4.1 Effectofc

These schemes were analytically compared across different values of ¢ chosen in the
range of [0.001, 1] as in section 3.2.7. The total number of nodes X was 10*. For AC-
QUIRE, the look-ahead parameter was set to d* for a given value of c. We refer to this
version of ACQUIRE as ACQUIRFE*. Eqn. 3.30 from section 3.3.1, Eqn. 3.32 from
section 3.3.2 and Eqn. 3.22 from section 3.2.6 (with d = d*) were used in the compara-
tive analysis. For the initial comparisons, N = 100 and M = 20. Using these values for
M and N in Eqn. (3.25) from section 3.3.1, we obtain ¢,,,;,, = 13. This value of ¢,,;, is

then used in Eqn. 3.30.
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Figure 3.7: Comparison of ACQUIRE*, ERS, ACQUIRE with d = 0 and FBQ with
energy on a log-scale (left) and linear scale (right). ( N = 100 and M = 20)

As figure 3.7 shows that ACQUIRE with look-ahead O (i.e. random walk) performs at
least as worse as ACQUIRE with the optimal look-ahead (ACQUIRE*). ACQUIRE*
seems to outperform ERS for higher values of the amortization factor. Moreover at ¢ = 1,
ACQUIRE gives a 60% energy savings over ERS. In the case of N = 100 and M = 20,
ACQUIRE™ outperforms ERS if ¢ > 0.08 (approx.). In this case, d* = 1 as shown by
figure 3.6.

However, it is not always the case that ACQUIRE™* outperforms ERS only with
d*=1. If N = 160 and M = 50, t,,;, = 19 (from Eqn. 3.25). With these values
of M and N as shown by the figure 3.8, ACQUIRE* outperforms ERS if ¢ > 0.06
(approx.). In this case, d* = 2 as shown by figure 3.6. Moreover in this case as figure 3.8
shows, for ¢ > 0.2, even ACQUIRE with d = 0 would outperform ERS Again for c = 1,

ACQUIRE™* achieves a 75% energy savings over ERS.

50



G

=

v
T

--- ACQUIRE* m!

ERS
—-- ACQUIRE (d=0)
Q

o b b b b b b beens
03 04 05 06 07 08 09 1
Amortization Factor (¢)

In (Average Energy Consumed to Answer a Query)

=

o

==

ol
o

7000 [T T T T

— ACQUIRE*

---- ERS
— -+ ACQUIRE (d=0)

Average Energy Consumed to Answer a Query

e b b e b b L
0 0.1 02 03 0.4 05 0.6 0.7 08 09 1
Amortization Factor (c)

Figure 3.8: Comparison of ACQUIRE*, ERS, ACQUIRE with d = 0 and FBQ with
energy on a log scale (left) and linear scale (right). (/N = 160 and M = 50)

As figure 3.7 shows, FBQ, on an average, incurs the worst energy consumption which
is several orders of magnitude higher than the other schemes. This is mainly because of
a very large number of nodes (X = 10%) used in our study.

From, the above analysis, it seems that the relative query size (%), seems to have
a significant impact on the performance of ACQUIRE and ERS. Hence we analyze this
effect in section 3.4.2. FBQ always incurs an order of magnitude worse energy consump-

tion, and hence we do not study the impact of the relative query size on FBQ.
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3.4.2 Effect of %

Intuitively, for a given N, as M is increased, ERS has to “expand” the ring more, while
ACQUIRE will take more steps to resolve the query. In this section, we fix /N at 100 and
let M to take the values of 10, 20, 40, 60, 80 and 100. For each value of % we observe
the performance of ACQUIRE™* and ERS for ¢ = 0.05, ¢ = 0.2 and ¢ = 1. For ERS,
the values of ¢,,;,, for these values of % are 12, 13, 15, 15, 16 and 16 respectively.

As the figures 3.9 shows, the average energy consumed to resolve a query increases
with increasing M for a given N. For ¢ = 0.05, ERS gives an almost 50% energy savings
over ACQUIRE* when % < 0.5, while in the other cases ACQU I RE* outperforms
ERS across all the amortization factors and relative query sizes in our study. In these

cases, the energy savings of ACQUIRE™* over ERS range as high as 85% (¢ = 1,

SIS

=1).
Thus, both ¢ and % seem to have a significant impact on the performance of AC-
QUIRE and ERS. As cincreases and % increases, ACQUIRE achieves significant energy

savings over ERS (and FBQ).

3.5 Validation of the Analytical Models

In this section, we validate our analytical models by conducting some high level simula-

tions. Specifically, our objectives were the following:

1. Validate the effect of c on ACQUIRE.
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different amortization factors.
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2. Validate the comparisons between ACQUIRE, ERS and FBQ for different values

of c.

3. Perform a relative comparison between ACQUIRE and ERS across different rela-

tive query sizes (%).

As we shall show, our simulation results are more or less in line with our analysis. The
minor differences can be ascribed to factors like overlap in the query trajectory, and

boundary effects that are not modeled in our analysis.

3.5.1 Simulation Setup

Our setup consists of a 100m x 100m grid with 10* sensors placed at a distance of 1m
from each other. The communication range of each sensor is 1m. The total number of
variables in our simulations is set to 100. For all the querying mechanisms, a query is
always injected at the center of the grid i.e. at sensor (50,50). We ran our simulations
on 1000 queries. In order to take advantage of the caching, the query was made to follow
a fixed trajectory in ACQUIRE. The first query out of the set of 1000 queries fixes the
trajectory, while all the subsequent queries follow the same trajectory.

Our analysis assumed that there are no loops in the query trajectory. It turned out that
this can very effectively achieved by ACQUIRE’s local update phase at no additional
cost. Each node maintains a flag called queried. Whenever a node is requested for
an update, it sets this flag to true. Subsequently, whenever a node is requested for an

update, it sends the value of the queried flag along with the variable. Once an active node
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has processed the query based on the information in its neighborhood, it forwards the
remaining query to a node at d hops whose queried flag is false. Using this mechanism,
most of our simulations have no loops in the query trajectory for d > 1. However, for the
random walk (d = 0), there is no local update phase. Hence, in this case, there are loops
in the query trajectory. These loops lead to a 45 — 50% degradation in the performance!°
as we will show in section 3.5.3. For ERS and FBQ, there is no trajectory as the query is

never forwarded to other nodes.

3.5.2 Effect of c on ACQUIRE

In our simulations, we used 5 different values of ci.e. 0.001,0.01,0.05,0.2 and 1. We
simulated the ¢ as follows: each variable has a validity time of %, where time is taken
to be the number of queries. E.g. If ¢ = 0.001, each variable is valid for 1000 queries.
During this validity period, all queries for that particular variable can be answered using
the cached copies. Beyond the validity period, the active node has to “refresh™ variables
from its “neighborhood”. For each value of ¢, simulations were run using 100 different
random seeds. In each run, we used 1000 queries, each consisting of 20 sub-queries (or
variables). For each run, the generated queries were stored in a query-file. At the same
time the values chosen by each sensor were also stored in a grid-file for each run. The

number of transmissions were averaged across all these runs for a given c.

10The analysis of ACQUIRE with d=0 case assumed that there is no looping. The significant degradation
observed in simulations suggests that the use of straightening algorithms such as those described in [4] or
geographically directed trajectories such as routing on curves [36] is necessary when ACQUIRE is used
with d=0 in practice.
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Figure 3.10: Effect of ¢ on d* by simulations (N = 100, M = 20). Compare with
theoretical curves in figure 3.5

As figure 3.10 shows, with increasing c, the optimal look-ahead d* decreases. This
concurs with our analysis in section 3.2.6. The simulations show that for ¢ = 0.001, 0.01,
the d* = 10 (largest possible value used in our simulations), which is the same as shown
by our analytical curves in figure 3.5. For ¢ = 0.05, d* = 5 from simulations, while the
analytical d* = 3. For ¢ = 1, from simulations d* = 1, while from the analytical d* = 0.
This is because in simulations, as mentioned in section 3.5.1, ACQUIRE with d = 0 has

loops in its trajectory, which degrades its performance by around 45 — 50%.

56



-+ ACQUIRE* I

ERS
=+ ACQUIRE (d=0)
FBQ

In (Average Energy Consumed to Answer a Query)

7 T T S E R R BRI
0 02 0.4 0.6 08 1
Amortization Factor (c)

7000 v T EEE mamE
- ACQUIRE*

6000 — — ERS m
-+ ACQUIRE (d=0)| |

5000 — -

4000 — -

3000 — -

Average Energy Consumed to Answer a Query

0 0.1 02 03 0.4 05 0.6 0.7 08 09 1
Amortization Factor (c)

Figure 3.11: Comparison of ACQUIRE*, ERS, ACQUIRE with d = 0 and FBQ by
simulations (N = 100, M = 20) with energy costs on a log scale (left) and linear scale
(right). Compare with theoretical curves in figure 3.7.

3.5.3 Comparison of ACQUIRE, ERS and FBQ
3.5.3.1 Effect of ¢

For both ERS and FBQ, we use the same simulation setup as ACQUIRE. For both these
mechanisms, we simulate 100 different runs. Each run consists of 1000 queries each
containing 20 sub-queries. In each run, we use the query-files, grid-files and same values

of ¢ described in section 3.5.2.
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As figure 3.11 shows, FBQ has the worst energy consumption in comparison with the
other approaches. This concurs with the analytical curves in figure 3.7. ACQUIRE with
d = 0 (random walk) incurs a greater energy consumption as compared to ACQUIRE
with d = 1 as well as ERS, while the analytical curves show that at high values of ¢,
ACQUIRE with d* = 0 is better than ERS.This discrepancy is because of the loops
in the query trajectory in the case of random walk as was mentioned in section 3.5.1.
However, the energy savings of ACQU I RE* over ERS seem to be similar to that shown

by the analytical curves in figure 3.7.

3.5.3.2 Effect of %

We use a similar set of simulation runs as mentioned in section 3.5.3.1 for values of ¢
and % as mentioned in section 3.4.2

As figure 3.12 shows, for all values of c considered in this study, the average energy
consumption of ACQU I RE* increases with increasing % This behavior is also seen
for ERS when ¢ = 1. These observations are consistent with the analytical behavior in
section 3.4.2. However, for ¢ = 0.05 and ¢ = 0.2, ERS seems to have a lower energy
consumption at % = 1. This has to do with the way, we modeled ERS (and FBQ) in
section 3.3.1 (and 3.3.2). In these mechanisms, we model the update frequency as %
Moreover these mechanisms are modeled to cache only those variables which are part
of the query to give a better energy performance. In such situations, an update might

occur even if a single variable of the complete query cannot be resolved. This inflates
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Figure 3.12: Comparison of ACQUIRE* and ERS by simulations (N = 100) with
respect to % for different amortization factors. Compare with theoretical curves in figure
39
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the energy consumption in cases where M < N. However, when M = N, all variables
can be cached at the center. Moreover, in this case, there is only 1 possible query of
M = N variables. So, for values of ¢ < 1, subsequent queries can be answered from
the cache. If ¢ = 1, an update will be done for every query and hence in this case, the
energy consumption increases with increasing % In the case of ACQUIRE, we cache
all the variables within d hops at the cost of increased energy consumption. Moreover,
since ACQUIRE has a Local Update phase and a Forward phase, we can exactly control
the update frequency. If a active node cannot resolve a query completely, it will not seek
an update, but will forward the query to another node.

From simulations, at % = 1, ¢ = 0.05, ERS gives 50% energy savings over
ACQUIRE™. On the other hand, for all other values of c used in our study, ACQU I RE*
outperforms ERS across all relative query sizes. The energy savings of ACQUIRE*
over ERS is around 65% for ¢ = 0.02 (for all values % # 1) and ¢ = 1 (for all values of
",

Our analysis of the energy cost of ACQUIRE, ERS and FBQ by analytical models and
simulations illustrate that ACQUIRE achieves significant energy savings for moderate to
high values of ¢ depending on the relative query size. Do this energy savings come at
a cost? We attempt to answer this question in the next section by modeling the average

response delay incurred by these mechanisms.
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3.6 Latency Analysis

In this section, we attempt to analytically compare the average latency in answering a
query (i.e. the response latency) by these 3 mechanisms. The metric for latency that we
examine is the expected number of sequential transmissions required before a response
is obtained to a given query. We should note that this is a network layer analysis that

does not take into account MAC delay due to contentions.

3.6.1 ACQUIRE

In this section, we analyze the delay incurred by ACQU I RE* in answering a query. Our
metric for delay is the number of sequential hop by hop transmissions.

ACQUIRE™ takes S); steps to answer a query of size M, where Sy, is given by
equation 3.6 in section 3.2.2. Each of these steps involve an update phase, where in a
request is propagated within a neighborhood of d hops, while the responses are propa-
gated over a maximum of d* hops. Moreover, once the query is completely resolved, the

response is sent back to the querier (modeled as o < d*Sy;). Also, the update phase will
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be done only once every % queries. Thus, the average latency of ACQUIRE™* can be

given as follows:

Tog = c{Su2d") + 2S5y (d")} + (1 —c){2Sm(d")}

= 2Sud*(c+1)
N(in(M) +7)

Tove = 2d° c+1 (3.33)
For the random walk,
Tavg - Ezwg
= 2N(In(M) +~) (3.34)

3.6.2 ERS

In ERS, on an average the ring has to expand till £,,;, hops to get updates, where ¢,,;, is
given by Eqn. 3.25. The delay in executing a ring of size x is 2x, x for the request and
x for the reply. Moreover, these updates are sought once every % queries. The remaining
fraction of the queries are answered from the cached responses (which has a delay of 0).

Thus, the average latency in ERS is given as follows:

tmin

Towy = C{ZQi}—l—(l—C){O}
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3.6.3 FBQ

Similar to the delay analysis for ERS, in FBQ, the request for updates has to be forwarded
for ¢,,;, hops on an average before all the sub-queries can be answered. Thus, the delay
for issuing the request and getting the updates is 2¢,,;,,. The updates are issued once
every % queries. For the remaining fraction, the queries are answered from the cache

(incurring a delay of 0). Thus, the average latency incurred by FBQ is

Tavg = 2Clmin (336)

Figure 3.13 shows the analytical comparison of ACQU I RE*, ERS and FBQ when
N = 100, M = 20 and X = 10*. The average latency seems to increase from FBQ
to ERS to ACQUIRE™ across all values of the amortization factor ¢. The delay for
both FBQ and ERS increases linearly with c as is evident from Eqn. 3.36 and Eqn. 3.35
respectively. Interestingly, the delay in ACQUIRFE* seems to have a piece-wise linear
behavior with respect to c. This is apparent in figure 3.13, where the x-axis is plotted on
a log-scale. This is because the changing c alters d* which in turn alters #;) i.e. the
slope of the line 7, as shown by Eqn. 3.33. At the point where the delay is constant

w.r.t.c, ACQUIRE™ resembles a random walk (d = 0). The difference in the delay is

significant (around 500 transmissions), when d* for ACQUIRE goes from 1 to 0.
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Figure 3.13: Comparison of the delay incurred by ACQUIRE™*, ERS and FBQ. Here,
N =100, M = 20, X = 10%, t,,,;, = 13. The x-axis is plotted on log-scale.

3.7 Storage Requirements

Our analysis in this chapter assumes that all the mechanisms i.e. ACQUIRE, ERS and
FBQ utilize caching to answer queries. We now attempt to quantify the storage space
requirements for the cache across these approaches.

In ACQUIRE, an active node requests an update from its “neighborhood” consisting
of f(d) (with d = d*). In the worst case, the each of these f(d) variables might be dis-
tinct, thus needing O( f(d)) storage space. For a grid and for most reasonable topologies,
note that f(d) would be polynomial in d. ACQUIRE distributes the cache at nodes which
handle the query. In the case of ACQUIRE, the storage requirements depend on the opti-

mal lookahead d*, which in turn is dependent on the data dynamics. Higher ¢, higher the
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data dynamics, lower the optimal lookahead d*, smaller the cache requirements at each
node.

For ERS and FBQ, each querier (there may be only one, always located at the same
node) requires a cache that is between O(M) and O(N) in size. This is because this

querier node must cache all responses to all valid queries.

3.8 Discussion

Partly for ease of analysis, we have described and modeled a very basic version of the
ACQUIRE mechanism in this chapter. One of our major next steps is to convert AC-
QUIRE into a functional protocol that can be validated on an experimental sensor net-
work test-bed. There are a number of ways in which our analysis can be improved, and
a number of additional design issues need to be considered in our future work, some of
which we outline here.

Our analytical model of ACQUIRE assumes that the query packet is always of a fixed
size consisting of all the individual sub-queries and their responses. The entire packet
circulates in the network till the answer to the last query is obtained. The packet is then
sent back to the querier. This simplifies the analysis as we need to only count the number
of transmissions in order to quantify £,,,. However, it may be more efficient to send the
answers to sub-queries to the querier node as and when they are obtained. Our analysis

could be tightened to take this into consideration.
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The efficiency of ACQUIRE can also be improved if the neighborhoods of the succes-
sive active nodes in the query trajectory have minimal overlap. This may potentially be
best accomplished by using some deterministic trajectory as opposed to random walks,
possibly making use of additional topological or geographical information. Guided tra-
jectories may also be helpful in dealing with non-uniform data distributions, ensuring
that active queries spend most time in regions of the network where the relevant data are
likely to be. In the analysis, we ignored the issue of overlap (although this was taken into
account in the simulations we presented).

One interesting result of our analysis is that the performance of ACQUIRE and the
optimal choice of the look-ahead parameter d* are functions of the amortization factor
¢ and (somewhat surprisingly) independent of M, N, and the total number of nodes
X. This lends itself to the possibility of using distributed algorithms in which localized
estimates of ¢ are used to determine the value of d at each step without global knowledge
of system parameters. This would significantly improve the scalability of ACQUIRE.

As presented here, ACQUIRE is meant to be used in situations where there is repli-
cated data. At the very least there should be one node in the network that can resolve
each component sub-query. One way to deal with other situations might be to equip the
active queries with a time-to-live (TTL) field which is decremented at each hop. This
would permit ACQUIRE to gracefully terminate with a negative response if a solution
is not found within a reasonable period of time, to be followed up (for example) by a

flooding-based query.
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Our analysis has assumed a regular grid topology. This helped us in gaining consid-
erable insight into the performance of ACQUIRE, ERS and FBQ. In reality the topology
of a sensor network might not only be irregular but also dynamic, due to failures and mo-
bility. Exploring the behavior of ACQUIRE on such topologies is a focus of our ongoing
effort. We should mention, however, that our results do already have some generality in
this regard: so long as a reasonable model for f(d) can be developed for the network
topology, the analysis presented here can be extended in a straightforward manner.

In our modeling we have only counted the number of transmissions for energy costs,
although it is true that receptions can also influence energy consumption. This is the
case especially for broadcast messages, where there’s no channel reservation and all
the direct neighbors receive the message. We believe that some of the alternatives to
active querying, such as FBQ and ERS will in fact incur even more energy consumption
under an energy model that incorporates receptions because all their query messages are
broadcast. Moreover, these broadcasts would also lead to an increased delay in FBQ and
ERS due to higher contention. We would like to examine such richer energy cost models
in the future.

In our analysis of delay, we looked only at response latency at the network layer (by
examining the number of maximum sequential transmissions required). These results
must be taken with a grain of salt, because they do take into account MAC-layer de-

lay. For broadcast-based querying techniques such as FBQ and ERS, there could be far
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greater MAC layer contention than in ACQUIRE. This deserves worth further investiga-
tion.

We have also ignored the possibility of aggregate queries in this study. Our assump-
tion has been that each sub-query is independent. This would be another direction for

future work.

3.9 Summary

In this chapter, we presented ACQUIRE — a novel mechanism for data extraction in
energy-constrained sensor networks. The key feature of ACQUIRE is the injection of
active queries into the network with triggered local updates. We first categorized sensor
network query types and identified those for which ACQUIRE is likely to perform in an
energy-efficient manner: one-shot queries for replicated data.

We have developed a fairly sophisticated mathematical model that allows us to ana-
lytically evaluate and characterize the performance (in terms of energy costs and response
latency) of ACQUIRE, as well as alternative techniques such as flooding-based queries
(FBQ) and expanding ring search (ERS). As far as we are aware, there are very few
similar results in the literature that provide similar mathematical characterizations of the
performance of query techniques for sensor networks. We validated our analysis through
extensive simulations and also identified ways in which the models can be extended and

improved.
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In our analysis we defined an amortization factor ¢ to meaningfully capture the rela-
tionship between the query rate and data dynamics. When c is low, more queries can be
processed in the time that a given datum remains “fresh.” Our analysis revealed that this
parameter has a significant impact on the energy costs of cached update schemes such as
the one used in ACQUIRE. Indeed, we showed that the optimal look-ahead in ACQUIRE
depends solely upon ¢, not on other parameters such as the size of the network or the size
of the queries.

We found that ACQUIRE with optimal parameter settings outperforms the other
schemes for one-shot queries in terms of energy consumption. Specifically, optimal AC-
QUIRE performs many orders of magnitude better than flooding-based schemes (such as
Directed Diffusion) for such queries in large networks. We also observed that optimal
ACQUIRE can reduce the energy consumption by more than 60 — 75% as compared
to expanding ring search (in highly dynamic environments and high query rates). The
energy savings can be higher particularly when NinM is high and when c is high. How-
ever, this energy savings come at the cost of increased average latency in answering a
query.

To conclude, we believe that there is no one-size-fits-all answer to the question: “How
do we efficiently query sensor networks?” We present ACQUIRE as a highly scalable
technique, energy-efficient at solving one-shot queries for replicated data. We argue that
ACQUIRE deserves to be incorporated into a portfolio of query mechanisms for use in

real-world sensor networks.
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Chapter 4

En Masse Data Gathering

In many sensor network applications involving environmental monitoring in remote lo-
cations, planetary exploration and military surveillance, it is neither necessary nor even
possible for a user to obtain data from the network continuously, in real time. In such
applications, the information from the entire network can be extracted en masse after a
prolonged period of sensing and local storage. This process of extraction can be done by
a stationary sink or a mobile sink (robot). However, since communication is often the
most expensive operation for a sensor node, the limited batteries may make it impossible
to collect all the data stored in the network. We examine the problem of maximizing the
data extracted (by a stationary sink) from such an energy-limited sensor network con-
sisting of heterogeneous nodes. The maximum data extraction problem is an analog of
the maximum lifetime problem of interest in continuous data-gathering sensor networks
that has been studied previously [8] [28][1][50]. However, this problem introduces an
additional element of “data-awareness” that must be considered in addition to “energy-

awareness’.
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We first show how the maximum data extraction problem can be formulated as a
linear program. We then adapt and extend techniques for multi-commodity flow prob-
lems first developed by Garg and Konemann [19] to develop an iterative algorithm for
our problem with a provable (1 4 w) approximation. This algorithm suggests a new
link metric (involving the remaining energies of both sender and receiver nodes, the dis-
tance between them, and the data level at the sender) that we then used to develop a fast,
practically implementable, distributed heuristic that we refer to E-MAX. The heuristic
employs a selfish strategy in that each sensor gives priority to transmitting its data be-
fore relaying that of other nodes. Our simulations show that this sophisticated heuristic
(obtained from the analysis) offers near-optimal performance under all conditions, and
significantly better compared to other energy-aware solutions (mainly developed by in-
tuition) particularly when nodes are heterogeneous in their energy and data availability.

The rest of the chapter is organized as follows: we define the maximum data extrac-
tion problem and present the LP formulation and its dual in section 4.1. An interpretation
of the LP dual suggests the 1 + w iterative approximation algorithm that we present and
analyze in section 4.2. We discuss the implementation of this algorithm in section 4.3.
We present fast implementable heuristics in section 4.4. Simulation results comparing

these implementations are presented in section 4.5. Section 4.6 summarizes the chapter.
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4.1 Problem Definition

Consider a scenario where several sensors that are deployed in a remote region have
completed their sensing task and have some locally stored data. We are interested in
collecting the maximum amount of data possible from all these sensors at a sink node T,
given some remaining energy constraints in each of these sensors.

Figure 4.1 shows a sample scenario. Each node 7 is labeled with its (X,y) coordinates,
its available data and remaining energy. The goal is to extract all this data to the sink
node. The arrows and the indicated flows on each indicate the optimal solution for this
particular example obtained by using the LP we describe in the next section.

We now present the formal model for the problem.

4.1.1 Model

Let N be the total number of sensors. Let 7" be the target (sink) to which the data is to
be sent. Let D7 be the amount of data (bytes) collected by sensor j, where D7 > 0.
el . is the residual energy of sensor j. These sensors are arbitrarily deployed in a re-
gion. d;; is the Euclidean distance between sensors ¢ and j. A sensor ¢ can communicate
with any sensor j which is within the communication range R from it. Thus, this com-
municating range overlays a connectivity graph G = (V, E), where |V| = N. An edge
(i,j) € Eiff d;; < R.

The energy consumed in transmitting a unit byte from one sensor to the other depends

on the distance between them.Tx;; is the energy consumed in transmitting a single byte
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from sensor 7 to j. Tx;; is assumed to be proportional to the dfj ie Tx;; = Btdfj, where
B > 0. R;; is the energy consumed at sensor j for receiving a single byte of data from
sensor . R;; is assumed to be independent of the distance d,;. Let R;; = [3,, where
G, > 0.

For the ease of modeling, we add a fictitious source S, such that there exists an edge
from S to every other node in V, except T. Also, add an edge from T to S. Let this new
graph be G'. Thus, G' = (V' E'), where V! =V U S and E' = EU{(S,7)} U{(T,S)},
where ¢ € V, i # T. As will be shown later in section 4.1.2, the location of the fictitious
source S can be arbitrary.

The problem of collecting the maximum possible data from these energy-constrained
sensor nodes can be formulated as a multi-commodity flow problem. As shown later

in sections 4.1.2 and 4.1.3, the addition of S and its associated links simplifies the LP

formulation for the multi-commodity flow problem and our analysis.

4.1.2 Linear Program (LP) Formulation

In this section, we formulate the maximum data collection problem as an LP. The con-

straints of the LP are

1. Flow Conservation: The amount of data transmitted by a node is equal to sum of
the amount of data received by the node and the amount of data generated by the

node itself.
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Figure 4.1: Illustration of a sample scenario with optimal solution to the maximum data
extraction problem. Solution assumes 3; = 32.4u.J /byte/km? and 3, = 400n.J /byte

2. Energy Constraint: The amount of data received and transmitted by a node is

limited by the energy of the node. However, there are no energy constraints for the

fictitious source S and the sink T.
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Let f; ; be the amount of data transmitted from node ¢ to node j. The LP can now be

formulated as follows:

Maximize fr g such that

N N
D fii= fi =0
j=1 j=1

i#£ST:B Y fud;+ > fiu < ¢
(i,9)eE (ji)eE
i#S,T: fsi < Do
(i,j) € E" - fi; > 0
4.1
where
By
o= 2 4.2)
r
i A8 T e = eg— (4.3)

Note that we have normalized the energy in terms of receptions i.e. each reception costs
a unit of energy, while each transmission from (¢, j) costs ﬁd?j units !, where 5 > 1.
By adding the fictitious source S and its associated links, we have made the following

transformations to the multi-commodity flow problem:

'In general, cost of transmitting a single byte over link (i, j) can be modeled as t;;. This cost could
account for metrics like link reliability, energy expenditure (as in this case), etc.
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1. The amount of data transmitted by S to any node ¢ is equal to the amount of data
Dt .. generated at node i. The reception of this data from S does not incur any
energy consumption. Hence, as we mentioned in section 4.1.1, the placement of S

does not affect the solution.

2. Note that since the flow conservation is satisfied by both the fictitious source S and
the target T, all the data received by the target will be transmitted to the source S,

which in turn will be equal to the amount of data transmitted by the source S.

3. The problem now becomes one of maximizing the circulation of the commodities

from S to T and back. The advantage of this will become apparent in section 4.1.3.

The above LP can be solved to compute the maximum amount of data that can be
collected from the N sensors. It would also give the amount of data (flow) that should
be sent from sensor ¢ to sensor ;.

However, in this study we are interested in proposing a constructive algorithm that
maximizes the amount of data collected. For this purpose, we attempt to understand the

structure of the primal LP solution by examining the dual LP in section 4.1.3.
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4.1.3 Dual LP Formulation

The dual of the LP is as follows:

Minimize Z blet + D!

max
i#S,T

i#S,T,(i,j) € E:d —ad' + pb'd;; +V > 0
a® —a” > 1
i%T:ai—aS+ci >0

i#£S,T:b" > 0

i#S,T:c

Y
o

(4.4)

Let a, b and ¢ be vectors such that their i’th element is denoted by at, b and ¢ respec-

tively. Let

Alb,c)= > Ve +c D, (4.5)
i£S,T

i.e. A(b,c) is the objective function of the dual LP. The above dual has the following

interesting interpretation:
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Let (b, c) be a length metric and let /; ;(b, ¢) be the length of edge (7, j) in this metric.
Then, if
Bo'dy + b if i # S
li,j(ba C) = (46)
¢ ifi=8j4T

the dual LP can be re-written as follows:

Minimize A(b,c) such that

i#T,S:1(bec) > da—d

S|
n
|
IS
S
v
—

o~
0
=
\.0‘
o
N—
AV
Q
n
|
gﬁ

4.7)

Consider an arbitrary S-T path P. Let P be S, 1,9, ...i3, T. Now, the length of path P

can be written as follows:

k—1
l(P) - lS,ii<b7 C) + lik,T(ba C) + Z liz,iz+1 (b7 C)

z=1

> (as —aiy) + (a;, —ar) + a;, —a;, (from Eqn.4.7)

> ag —ar

v
—_

(4.8)
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Thus, the length of any arbitrary S-T path in the [(b, ¢) metric is greater than or equal
to 1, which implies that the length of the shortest path in the (b, ¢c) metric should also
be greater than equal to 1. Thus, by transforming the primal LP in section 4.1.2 into a
circulation problem, we get a very simple value i.e. 1 for the length of the shortest path
in the /(b, ¢) metric.

Let P(b, c) be the shortest path in the metric [(b, ¢) and a(b, ¢) be the length of this

shortest path. Thus, the objective of the dual LP is to minimize A(b, ¢) such that a(b, ¢) >

A(b,c)

1. This is equivalent to minimizing alho)”

Let

A(b, ¢)

¢ = Min{a(b c)

} 4.9)

The above interpretation of the dual LP leads to a simple algorithm which approxi-
mates the optimal value of the primal. We specify the algorithm and analyze it in section

4.2.

4.2 Approximation Algorithm

We propose an iterative algorithm which is a modification of the Garg-Konemann algo-

rithm [19]. Before proposing the algorithm, we introduce the following notations:

e 1’ be the value of b’ in the j’th iteration.Initially, by = ¢ = di.e. Vi:i € V' : bf =

ch = §. The choice of § is discussed in section 4.2.2.
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e f; be the total T-S (or S-T) flow till the j’th iteration. Initially, this flow is zero i.e.

Jo=0.
o A(j) = A(bj, c;) be the value of the dual objective function after iteration j.

o P; = S,iy,1s,...1;, T be the shortest S-T path in the I(b;, ¢;) metric (at iteration

7). On P, letig = S and ip g = T.

e a(j) = a(bj, ¢;) be the length of the shortest S-T path after iteration j.

Moreover, Vi € V', node i has a capacity associated with it. The capacity of a node
depends on where it appears in an S-T path. Hence, we define the capacity of a node
with respect to some path P = S, iy, is, ...ix,, T in which it appears. The capacity (i) of

each node in this path is modeled as follows:

K(S) = Dp,,
. 6:717,a$
K(“) = 2

11,12
eirzm.t
{W} forl < z S k

iz yiz+1

(4.10)

The algorithm is as follows:

1.j=0

>The number of nodes along the shortest S-T path changes from iteration to iteration i.e. it should be
k;. However for notational convenience, we drop the subscript j.
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2. while(a(j) < 1) do

(a) Select the shortest S-T path P;.

(b) Route c units of data along this path, where c is given as follows:

¢ = Ming<.<p{r(i.)}

1.e. “saturate” the shortest path.

(c) Update the vectors b and c as follows:

For 1 <z <k,
b = b§11{1+%+%}
For z =1,
o= b {1+ “ﬁfl,m

d fi=fiatec
& j=j+1

On termination, f; gives the value of the total data collected. While choosing the shortest
S-T path, the algorithm accounts for the battery utilization (fraction of the battery power

utilized) as well as the data utilization (fraction of the data sent) at each sensor. Thus, the
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algorithm, as mentioned earlier in the introduction to this chapter, is both “energy-aware”

and “data-aware”. We analyze the approximation ratio of the algorithm in section 4.2.1.

4.2.1 Analysis

Initially, the value of the objective function of the dual LP is given as

A(0) = Z bye' +ciD!

= ) _ be¢'+6D.,, (4.11)

On a subsequent iteration j, the objective function is given as follows:

A(j) = Zb§6i+c§Dfm$
i#S,T
k#1
= AG -1 +ee{dt + 0,8, + Y b (1+8dy,, )}

(iksik41)EPj—1

A(G) = AG—1) +elfi— fi-)ali —1) (4.12)

Solving the above recurrence, we get

A(G) = A(0)+eY (fi— fin)all=1) (4.13)
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If each element of b; and ¢, is decreased by by = ¢y = 9, then the objective function of

the dual LP is given as follows:

Al —d,¢;—8) = 3 (6~ 0)e + (¢} — ) Dl

i#S,T
= > b +dDl,,— Y b +0DL,,
i#S,T i#S,T
A(b; —6,¢;— ) = A(j) — A(0) (4.14)

Let the shortest path P; of length a; be S, 11,143, ...ix, T ie. o = Ip,(b;, ;). Now, the

length of P; in the metric I(b; — 6, ¢c; — d) is given as follows:

lp].(bj — 5, C; — 5) = lS,il(bj — 5, Cj — 5) + lil,iz(bj — (5, Cj — 5) +
k#1

Z lik,ik+1 (bj - (5’ Cj — 5)
(iksikt1)EP;
k#1 '
= (¢f =8)+ (b —0)Bd: ;, + Y (b =B, +1)
(ikik+1)EP;
k£1
= afj) — {1+ 5d121,i2 + Z (ﬁdfk,ikﬁ +1)}

(Zkﬂk-}—l)EP]

Thus,

alb; —6,¢;,—0) > a(j)—9dL (4.15)
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where L is the largest value of

k#1
2
1 + 6d11 12 Z ( d’ik,ik+1 + 1)

(Zk,ik+1)€Pj

Now, from Eqn. 4.9 in section 4.1.3

A(bj - 5, Cj — 5)
C S a(bj—5,cj—5)
o AU) — A(0)
= Ta(j) oL
alj) < L+ Z S = fionali— 1) (4.16)
=1

In order to get an upper bound on «(j), we let all the «()’s, where 1 < i < j — 1to be

as large as possibleie. Vi : 1 <7 < j —1,

afi)

Z fi— fina(l = 1) 4.17)

J\lm

Thus,

C
< 04(1—1)(1+C(f = fi-1))
< a(j— e i)
a(j) < a(0)eth
a(j) < SLet’s (4.18)
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Hence at iteration ¢, when the shortest S-T path has length greater than or equal to 1, the

following inequality holds

1<a(t) < 6Lect

|
IN

4.19
oS () @19

Thus, despite the modifications to the Garg-Konemann algorithm to adapt it to our prob-
lem, we see that the bound obtained in the above inequality is exactly the same as that
obtained in [19].

Although the algorithm chooses the shortest path based on data and energy utilization
of nodes along the path, neither the remaining energy nor the remaining data at each
sensor is actively monitored. Hence it would be interesting to see if the flow f; is feasible.

We analyze the feasibility of the flow in section 4.2.2.

4.2.2 Scaling

Whenever, b of a node i has increased, the node has been on a path whose length is
strictly less than 1. If this had not been the case, the shortest S-T path had a length
greater than 1 and the algorithm should have terminated. Moreover, the b’ is increased
by a factor of at most (1+¢). Thus b, < (1+¢). Now, if &’ is increased x times during the
execution of the algorithm, in the worst case all these = increase operations completely
utilize the energy e’ of node i. Thus, in the worst case, bi = 6(1 4+ €)® < 1+ ¢, which

implies that © < logy.c(*£<). The factor by which the node i is over-utilized is i is
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1+4€

<), we can ensure that the energy

x. Thus by scaling f; down by a factor of log;(

constraint is not violated.
If b is increased z times, ¢ is also increased at most x times. Thus, it can be seen

that even the data constraint is violated by at most a factor of logl+e(1je). Thus, a

single scaling operation ensures that both the energy and the data constraints are satisfied,

giving a feasible flow of value W. Similar to [19], the ratio of the values of the

v s
dual to the primal solutions is

_ Sy LTtE
7 - ft gl+6 6
As shown in [19], if
§=(1+e)((1L+eL)« (4.20)

then

v < (1-¢7° (4.21)

Thus to get within a factor of (1 + w) of the optimal, € is given as follows:

< af 4.22
€= 1+w ( )
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Thus, the algorithm mentioned in section 4.2 can solve the multi-commodity flow prob-
lem and produce results arbitrarily close to the optimum.
Number of Iterations: From the analysis in this section, we observe that the factor by
which a node ¢’s energy is over-utilized is at most logHe%. Thus, the number of iter-
ations in which ¢ is the bottleneck on the shortest path is at most loglﬁ%. There are a
total of N nodes, and thus, the total number of iterations is O (N loglﬁ%).

In the next section, we discuss a few issues which might be important for the imple-

mentation of the approximation algorithm in a sensor network.

4.3 Implementation of Approximation Algorithm

We now describe an iterative implementation of the algorithm mentioned in section 4.2.
We refer to this implementation as A-MAX. In this implementation, the edge length
metric is the one used by the approximation algorithm. The energy of each node ¢ is
initialized to ¢, while the data of each node is initialized to D? . b} and ¢} are initialized
to 4.

In each iteration the sink chooses a node with the shortest path to it as a candidate
nodes. A sensor node is called active if it has been chosen by the sink as a candidate
node at any iteration. Sensor nodes that are 1 hop away from the active nodes are called

threshold nodes. Initially only the sink is active, while all the nodes within a distance R

from the sink are threshold nodes. Each iteration £ consists of the following steps:
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. The sink sends a message containing the iteration number k to its neighbors. It

also advertises its shortest path to the sink having length 0.

2
i,sink*

. Each neighbor i initializes its shortest path to the sink i.e. p, to 3bd

. The active and the threshold nodes execute a distance vector algorithm using
6b§;d§j + bi as the length of edge (7, j). Updates from downstream nodes are ig-

nored to avoid loops. After the algorithm terminates, each of these nodes has the

length of the shortest path and the next hop to the sink.

. Each node : that is either a active or a threshold node sends a response towards the
sink. This response contains the value of pi + ¢} . The response is also used to find
the capacity of the path along which it is forwarded. The capacity is found as per
Eqn. 4.10 in section 4.2. The forwarding process sets up a reverse path state in all

the nodes along the path.

. The sink selects the node z with the minimum pf as a candidate node. If p* is
greater than or equal to 1, the sink sends a message to all active nodes to scale
down their flows by the scaling factor mentioned in section 4.2.2 and then send

their data towards the sink. In this case the algorithm terminates.

. If p¥ is less than 1, the sink sends a message addressed to the node z containing
c 1.e. the minimum capacity along the path. The message is forwarded based on
the state created in an earlier step. As the message is being forwarded back along

the reverse path, each node sets z to be downstream of itself. This is used to avoid
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loops. For each node 7, along the path, the value of b?g '+1 1s updated using the value

of bi' according to the algorithm.

7. The node z updates its routing table to augment the flow to its current next hop to

the sink by c. It also updates c_ ; using cj, according to the algorithm.
8. Go to step 1.

Message Complexity: In each iteration, in the worst case all the /V nodes will participate
in the distance vector algorithm. Thus, from standard analysis of distributed Bellman
Ford algorithm, the number of messages exchanged due to the distance vector algorithm
in each iteration is O(N|E|), where |E| is the number of edges in the graph G [13].
For step 4, the response of each active or threshold node would be forwarded O(N)
times. Since, there are a total of N nodes, the total control overhead in step 4 is O(N?).
Steps 5 — 6 in the implementation require O(E) messages in each iteration. Since |E| =
O(N?), for each iteration, the total message complexity of A-MAX is O(N?).

As shown in section 4.2.2, the number of iterations is O(N log, ., %), and hence

1+€>.

the total message complexity of A-MAX is O(N*log, 5

4.3.1 Parameter Settings and Implementation Concerns

In A-MAX, each node i initializes b}, = ¢ = 0. As shown in Eqn. 4.21 in section
4.2.2, § is dependent on € and L. e depends on the (1 + w) approximation needed as

shown in Eqn. 4.22 in section 4.2.2. As shown in section 4.2.1, L is the largest value
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of {14 8d2 , + SH7! (Bd? + 1)}. Thus, L depends on the topology of the

11,12 (ikik41)EP; U yikt1

network. However, it is possible to get a loose bound on L given as follows:

L < (N-1{BR*+1} (4.23)

i.e. L is maximum when all the nodes are arranged in a linear fashion and just within
range of each other.

In simulating this implementation however, we find that this loose bound on L results
in extremely small values of  (in fact so close to O that it has to be manually set to an
arbitrary small positive value to make it work). As a result, A-MAX takes a large number
of iterations to converge for small values of w. Hence, as we shall see in the simulations
section 4.5, A-MAX may not be suitable for practical implementations. This motivated

us to look for the fast, practical heuristics described in the next section.

4.4 Fast Greedy Heuristics

4.4.1 Motivation

We can observe that the implementation of the approximation algorithm A-MAX con-
sists of 2 phases. First, there is a negotiation phase, in which nodes do not actually
transmit data but try to make decisions about how much data to send and how much data

they will relay for other nodes. Since neither the remaining energy nor the remaining
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data at a sensor is actively monitored at the negotiations phase, some nodes may be over-
committed (i.e. may have negotiated to send or receive more data than allowed by their
energy and data constraints). In the second, data transmission phase, each node scales
down the data that it has to send or receive from each of its neighbors to accommo-
date the constraints and only then starts the data transmission towards the sink (T). This
cumbersome two-phase process is one reason A-MAX is inefficient in implementations.

Another observation that can be made about the maximum data extraction problem
is that the reception costs make it expensive for nodes to relay other nodes’ data. As a
result, one of the characteristics of the optimal solution is that each node should only
commit to relay another nodes’ data if it has energy remaining after transmitting all its
own data - in other words, it behaves selfishly.

Motivated by these observations, we seek to develop efficient heuristics that avoid the
2-phase overshoot and scale down iterations of A-MAX and incorporate selfish, greedy
behavior. It turns out that these heuristics are much faster in implementation and with

the right metric can perform very well in practice.

4.4.2 Description of Heuristics

The key features of the heuristics we develop are:

1. Each sensor is greedy. i.e if a sensor has the shortest path to the sink, it accords
priority to sending its data first. If after sending its data, the sensor exhausts its

battery, it disconnects itself from the network.
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2. There is no scaling operation.
3. Each sensor actively monitors its remaining battery power and remaining data.

We explore three variants of the greedy strategy. Each variant differs from the other in
the link metric it chooses for distance vector routing.
Exponential Metric: This metric is based on the algorithm mentioned in section 4.2.

At iteration k, if a sensor 7 receives or sends data, it updates its b’ as follows:

b, o= b {e™} (4.24)

where \{ is the current battery utilization of sensor i i.e. the ratio of the battery power
spent (till and including iteration k) to the total battery power. This update is approxi-
mately the same as that mentioned in section 4.2, when € < 1 (as 1 + x =~ €%, for small

x). If the data sent is its own data, the sensor 7 also updates its ¢’ in the same manner:

o= d_{e?t) (4.25)

where \} is the current data utilization of sensor i i.e. the ratio of quantity of its data sent
(till and including iteration k) to its total data quantity. However, the initial values of b*’s
and c'’s are still to be chosen. Intuitively, if all sensors have the same value for the ratio
of % all these sensors can be treated the same. However, if a few sensors have a low

value for this ratio, which implies that they can carry data from other sensors, it would
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be advantageous to choose these sensors as the next hop towards the sink. Hence, we set
the initial values of b’s and ¢*’s are follows:
Di

by = —mer (4.26)

61

) D¢
¢ = Zmaw (4.27)

e’b

We will refer to the Exponential Metric based implementation as E-MAX. For this im-
plementation we assume € < 1.

To illustrate the importance of this metric, we choose two different sets of variants
of the distance vector implementation. The first set consists of variants that are neither

energy-aware nor data-aware. These are

1. DIST-MAX: The length of an edge (7, j) (such that d;; < R) is d;;. This metric is
constant across iterations. DIST-MAX finds the shortest path based on Euclidean

distances.

2. H-MAX: The length of an edge (3, j) is 1 iff d;; < R. This metric is also constant
across iterations. H-MAX finds the shortest path based on hop count.
As DIST-MAX and H-MAX do not use o’ ’s, ¢’ ’s or the data levels at the nodes,
they are neither energy-aware nor data-aware. We also consider a set of energy-

aware variants of the distance vector implementation proposed in [51]:
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3. LINEAR-COST: The length of an edge (4, j) (such that d;; < R) at iteration £ is

bi. + ), such that:

b = c{\} (4.28)

: 1

by = — (4.29)
e’t

4. QUAD-COST: The length of an edge (7, j) (such that d;; < R) at iteration k is

bi. + ), such that:

b= c{\)? (4.30)

. 1

Bo= — 4.31)
61

Both LINEAR-COST and QUAD-COST assign cost (b*) to a node 4 that is a func-
tion (linear and quadratic respectively) of the current battery utilization \! of node
1. In our study, we set ¢ = 0.5. Thus, both LINEAR-COST and QUAD-COST find
the shortest path in terms of an appropriate function (linear and quadratic respec-

tively) of the battery utilization of the nodes.

5. MIN-ENERGY: The length of an edge (4,) (such that d;; < R)is 8d; + 1,

which is the total energy spent in transmission and reception over link (¢, j). MIN-

ENERGY finds the shortest path in terms of energy expenditure.
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It is interesting to note that the edge length metric biﬁdfj + b used by E-MAX is a
hybrid of the edge length metrics used by LINEAR-COST (or QUAD-COST) and MIN-
ENERGY. However, E-MAX uses b’ as an exponential function of the battery utilization
of i. E-MAX also introduces an additional data-awareness by using ¢’ (in the path length
from node 7) and initializing b’ ’s depending on the data levels at the nodes.

Number of Iterations: In all the above greedy heuristics, at each iteration, a node ¢’s
energy or data is completely exhausted. Since, there are a total of /N nodes, the number

of iterations is O(N).

4.4.3 Implementation of Heuristics

The implementation mentioned in section 4.3 can be easily extended to incorporate the
greedy heuristics with the appropriate edge length metrics. However, there are some

differences:

1. Each node 7 uses the appropriate initializations for b} and c). In E-MAX, Eqn.
4.26 and Eqn. 4.27 are respectively used. In LINEAR-COST (or QUAD-COST),
Eqn. 4.29 (or Eqn. 4.31) is used. At each iteration k£, E-MAX updates the value of
b and ¢} as per Eqn. 4.24 and Eqn. 4.25 respectively, while LINEAR-COST (or
QUAD-COST) updates b;, using Eqn. 4.28 (or Eqn. 4.30). H-MAX, DIST-MAX

and MIN-ENERGY do not use the values of b ’s and ¢* ’s.
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2. Each node i actively monitors its remaining battery and remaining data levels.
While calculating the capacity of the path, the remaining battery power and re-
maining data are used as opposed to e’ and D! = used in A-MAX. If the battery

level of a sensor hits 0, it ceases to be a part of the network and hence does not

execute the distance vector algorithm.

3. While sending a response to the sink, each active and threshold node sends its
remaining data in addition to the length of its path to the sink. The sink chooses a

candidate from those nodes that still have remaining data to send.

4. At each iteration, the candidate node immediately sends data to the sink.

5. There is no scaling operation involved. The algorithm terminates if the sink de-
tects that all the nodes® in the network do not have data to send or if the sink is

disconnected from the network due to its first hop neighbors dying out.

Message Complexity: For these greedy heuristics, the message complexity at each iter-
ation is the same as that for A-MAX i.e. O(N 3). Since, as shown in section 4.4.2, the
number of iterations is O(XV), the total message complexity is O(N?).

In section 4.5, we describe our simulation scenarios used to compare the different

approaches and the results.

3This might need the sink to have an approximate estimate on the number of nodes in the network.
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4.5 Simulations and Results

We simulated A-MAX and the heuristics (E-MAX, DIST-MAX, H-MAX, LINEAR-
COST, QUAD-COST and MIN-ENERGY) using a high level simulator. This simulator
did not model MAC effects.

The simulation set up consists of 50 nodes randomly deployed in an area of 0.5 km x
0.5 km. 10 different random seeds are used in the simulations and the results are averaged
across these runs.

Each node has a radio range of 0.2. We use the first order radio model used in [28]. In
this model, a sensor consumes €. = 400n.J/byte for running the transmitter or receiver
circuitry and €,,,, = 800p.J /byte/m? for running the amplifier circuitry. Thus 3, = €.e.-
In order to send a single byte, the sensor has to run its transmitter and amplifier circuitry.
Now, a sensor can receive data only from sensors within its range i.e. within a distance

of R. Hence,

~ 2
615 ~ 6elec_{'eampfi

Thus, using the definition of  from Eqn. 4.2 in section 4.1.2,

G = 1—|—€aﬂR2

€elec

Converting distances into km units, for R = 0.2 km, we get 5 = 81. We use this value

of (3 in our simulations. We assume that the maximum energy is 1J as in [28]. As
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we mentioned earlier in section 4.1.1, our model assumes that a reception of a single
unit(byte) consumes one unit of energy, we normalize the maximum energy in terms of
bytes that can be received. From the value of €., it can be shown that 1J of energy al-
lows 1250 K receptions. Thus, in our simulations we set the maximum energy to 1250K.
The maximum data is set to 1000/ bytes. We also count the number of transmissions
and receptions due to exchange of control messages in the various implementations (that
are appropriate modifications of A-MAX). These control messages include the distance
vector updates (step 3), messages forwarded during the response of an threshold node or
active node to the sink (step 4) and the messages forwarded during the response of the
sink to the candidate node (step 5 and 6). These control messages are assumed to be of
1 byte. This is a reasonable assumption as the control messages usually contain a single
real valued quantity. Moreover, if ¢ transmits a control message to j, we compute the
energy spent in the control message as ﬂdfj for node ¢’s transmission and 1 for node j’s
reception. This helps us to quantify the overhead of A-MAX and the heuristics in terms
of the percentage of energy at each node.

The amount of data collected in our problem scenario is mainly dependent of the
energy of the first hop sensors and the amount of data they have. Thus, in our simulations
we define a few good nodes. A node 7 is a good node if it has a very low value of
% These good nodes do not have any other special capabilities. For a good node 1,
e! = 1250000 (1J of energy) and D! _ = 10 (bytes) of For a node j that is not good,

max

e’ = 1250 (0.01J of energy) and D! = 1000K = 1M (bytes). As we show in our

max
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results, when all nodes have the similar values of energy and data, the three heuristic
implementations perform very similar and give close to optimal performance. Varying
the energy and data levels of the good nodes, their number and their placement helps us
to outline scenarios where E-MAX significantly outperforms the other heuristics.

We were interested in studying the performance of A-MAX and the heuristics in
terms of optimality of solution produced and the overhead. We compared the solutions
produced by these implementations with that produced by solving the LP specified in
section 4.1.2 using Ip_solve. The objectives of our simulations were to study the follow-

ing:

1. Effect of 6 and w on the performance of A-MAX.

2. Effect of good nodes on the performance of the heuristics.

3. Effect of density on the performance on the heuristics.

4.5.1 Effect of 6 and w on A-MAX

We discuss the scenario when there are 20 good nodes in the network and 4 of them are
in range of the sink. However, the conclusions are applicable to most of the scenarios we
examined.

For a given w, € can be easily determined using Eqn. 4.22 in section 4.2.2. We set € to
the maximum value permitted by Eqn. 4.22 for a given w. In our case, if € is very small,

due to a very loose bound on L, § =~ 0. Hence, for the implementation to work correctly,
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Figure 4.2: Effect of number of iterations on the solution produced by A-MAX due to
varying 0. The area of deployment is 0.5 km x 0.5 km. R = 0.20 km. Number is nodes
is 50. w = 0.1.

we set 0 to small non-zero values. As mentioned in section 4.3.1, the value of § affects
the number of iterations of A-MAX and the optimality of the solution produced.

For the aforementioned scenario, we use the following values of §: 0.0000001,
0.000001, 0.0001, 0.01 and 0.1. We set w = 0.1. We count the number of iterations taken
by A-MAX across these values. We notice that as § decreases, the number of iterations
increases.

Figure 4.2 shows the effect of the number of iterations (by varying ¢) on A-MAX.
As the number of iterations increases (0 decreases), A-MAX produces solutions that are
closer to the optimal.

We also varied w by fixing o = 0.0000001. Figure 4.3 shows the effect of the number

of iterations (by varying w) on the optimality of the solution produced by A-MAX. We

used the following values of w: 0.01,0.1,1, 3,5, 7 and 10. As w is increased, the number
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Figure 4.3: Effect of number of iterations on the solution produced by A-MAX due to
varying w. The area of deployment is 0.5 km x 0.5 km. R = 0.20 km. Number is nodes
is 50. 6 = 0.0000001. The x-axis is plotted on a log-scale.

of iterations decrease. We also observe that at w = 10, the solution produced by A-MAX
is around 65% of the optimal, while at w = 7, the solution is around 80% of the optimal.

Figures 4.2 and 4.3 demonstrate the trade-off between the number of iterations and
the quality of solution obtained by A-MAX. In general, for solutions that are arbitrarily
close to the optimum, a greater number of iterations are needed. This translates to a
higher number of control messages and hence a greater overhead. In all these scenarios,
the overhead of A-MAX measured from simulations precludes its implementation in an
energy-constrained sensor network.

These curves justify the need for fast heuristics that we developed. Next, we evaluate

the performance of the heuristics mentioned at the beginning of section 4.5.
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4.5.2 Effect of good nodes on the heuristics

Our initial aim was to understand the effect of € on E-MAX. In a sample scenario with
10 good nodes placed at random, we varied € from 0.1 to 1 in steps of 0.2. Across all
these scenarios, the solution produced by E-MAX remains unchanged. So, in the rest of
our simulations with E-MAX, we arbitrarily set € = 0.1.

From our preliminary study, we observe that if all the nodes in the network have
similar amount of energy and data, then all these greedy implementations perform sim-
ilarly. However, the importance of the exponential metric becomes apparent as we vary
the energy, the data levels, the number and the placement of good nodes in the network.

Initially, we choose these good nodes at random. Figure 4.4 shows the effect of the
energy of the good nodes. In this scenario, we fix the number of good nodes to be 20.
We vary their energies (and appropriate reception units) from 1 times (i.e. 0.01 J) to 100
times (i.e. 1 J) of the energy of the other nodes (i.e. 0.01 J). We observe that the energy
of the good nodes has a significant impact on the relative performance of the heuristics.
At lower values (around 0.01 J) of energy for good nodes, all the heuristics perform
similarly and close to optimal (within 5%). The performance gap between E-MAX and
the other heuristics increases (up to 250%) as the energy of the good nodes increases, all
other factors remaining the same. DIST-MAX (and MIN-ENERGY) are seen to perform
marginally better than H-MAX (and LINEAR-COST and QUAD-COST). It would be
interesting to see if the significant difference between E-MAX and the other heuristics at

high energy values of the good nodes is independent of other factors like the data levels
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Figure 4.4: Effect of the energy of good nodes on the heuristics. The area of deployment
if 0.5 km x 0.5 km. R = 0.20 km. Number is nodes is 50.
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Figure 4.5: Effect of the data ratio of the good nodes on the heuristics. The area of
deployment is 0.5 km x 0.5 km. R = 0.20 km. Number is nodes is 50. The x-axis is
plotted on a log-scale.

of the good nodes, fraction of good nodes and their placement. Hence in the subsequent
simulations, we set the energy of the good nodes at 1J.
The effect of the data ratio of the good nodes is shown in figure 4.5. In these scenar-

10s, 20 good nodes are chosen at random as before. While the energy level of these good
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nodes is fixed at 1 J, the data levels of are varied from 10> times (i.e. 10 bytes) to 1
time (i.e. 1 MB) of the data levels of the normal nodes. As observed earlier, all heuristics
perform similarly and quite close to the optimal (within 5 — 10%) when all nodes have
the same amount of data (or when the data ratio is 1). However, E-MAX outperforms
the other heuristics significantly (up to 300 %) when the data ratio of the good nodes
decreases.

Figure 4.6 shows the effect of increasing the ratio of the good nodes in the network.
In these scenarios, E-MAX produces solutions that are within 10% of the optimal. It
also gives up to 450% improvement (more data collected) over the other heuristics. This
happens when the fraction of good nodes is 0.8. At the extremes of the x-axis, when
almost all nodes are similar in their energy and data levels, all the heuristics perform
equally good and give very close to optimal solutions. As the fraction of good nodes
increases beyond 0.8, the amount of data to be collected is far lower than the amount
of energy in the network. Hence all the schemes yield close to optimal solutions. On
the other hand, when the fraction of good nodes is close to 0, the amount of data to be
collected by far exceeds the energy in the network. In such cases, nodes that are closer
to the sink monopolize the flow of data and hence all heuristics perform the same. From
the topology, we were able to deduce that the increase in the number of good nodes leads
to an increase in the number of good nodes close to the sink. While E-MAX is able to

take advantage of these nodes, the other heuristics do not.
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Figure 4.6: Effect of fraction of good nodes on the heuristics. The area of deployment is
0.5 km x 0.5 km. R = 0.20 km. Number is nodes is 50.

These observations suggest that not only the fraction but also the placement of these
good nodes relative to the sink affects the relative performance of these heuristics.

To understand the effect of the placement of the good nodes relative to the sink, we
fix the number of good nodes to 15 and increase the number of good nodes within the
range of the sink (in our random scenarios, the minimum number of neighbors of the
sink was 8). These good nodes are chosen at random. Intuitively, as the number of good
nodes within the range of the sink increases, the rest of the heuristics should perform
as good as E-MAX. But figure 4.7 shows otherwise. This illustrates the importance of
the placement of the good nodes. If there is a connected “back-bone” of good nodes
i.e. a series of good nodes in range of each other and in range of the sink, E-MAX is
able to take advantage of them as opposed to the other heuristics. This “back-bone”
helps in gathering more data. E-MAX is able to gather around 300% more data than the

other heuristics (when the number of first hop good nodes is 3, 6 and 8). The metric
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Figure 4.7: Effect of placement of good nodes on the heuristics. The area of deployment
is 0.5 km x 0.5 km. R = 0.20 km. Number is nodes is 50.

used by E-MAX helps to route the data along such “back-bones”. Even if there are only
up to 8 good nodes at the first hop, the high density of the scenario considered leads
to the existence of such “back-bones”. It would be interesting to examine the relative
performance of these heuristics in lower density deployment. Hence, we next vary the

size of the deployment area and study the performance of the heuristics.

4.5.3 Effect of density on the heuristics

We randomly (using the same 10 random seeds as before) deploy 200 nodes using a
communication range of 0.25 km in a bigger area of 2km x 2km.
The performance trends shown in Figure 4.8 are very similar to those in Figure 4.6.

Again E-MAX gives solutions that are within 10% of the optimal solution. E-MAX can
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Figure 4.8: Effect of fraction of good nodes on the heuristics. The area of deployment is
2km x 2 km. R = 0.25 km. Number is nodes is 200.

also give more than 200% improvement over the other heuristics. This occurs when the
fraction of good nodes is 0.8.

Across all of the scenarios mentioned in sections 4.5.2 and 4.5.3, the heuristics took
significantly lesser number of iterations as compared to A-MAX. For example, in the
scenario used for the performance of A-MAX in section 4.5.1, E-MAX took only 36
iterations and gives a solution that is 99.9% of the optimum. Such significant reduction
in iterations were observed across all scenarios used in our study. This translated to an
overhead in the range of 5-10%. This overhead shows that these greedy heuristics are
suitable for implementation in an energy-constrained sensor network.

When all nodes have similar data and energy levels, all these greedy implementations
perform similarly. However, if there are nodes in the network with very high energy and
low data, E-MAX (due to the metric based on the Garg-Konemann algorithm) signifi-

cantly outperforms the other approaches. In some scenarios it results in collecting up to
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450% more data than the other energy-aware routing approaches. In most of the scenar-

i0s we used, E-MAX gives flows that are within 10% of the optimum.

4.6 Summary

In remote monitoring sensor network applications where data does not need to be gath-
ered continuously, the key problem of interest is that of extracting the maximum infor-
mation from the local storage of network nodes, post-sensing. We have formulated this
problem as a linear program in this chapter, and presented and analyzed a 1 + w iterative
approximation algorithm for it. For ease of distributed implementation, we then devel-
oped a greedy heuristic that incorporates the link metric suggested by the approximation
algorithm. Our simulation results enable us to conclude that this heuristic, the E-MAX
algorithm, performs near-optimally (within 1 to 10% in most scenarios) and significantly
better than other energy-aware routing approaches that are mainly developed through
intuition.

While the problem formulation we presented does not explicitly incorporate fairness,
it could be extended with some modifications to incorporate different priorities or even
equal priorities on the data from sensor nodes by varying the data constraints on indi-
vidual nodes. A thorough examination of fairness issues is one of our areas for future
work. While we have assumed that a node transmits at the maximum rate, it would be
interesting to study the tradeoff between the data collected and the delay in cases where

a node can tradeoff the transmission rate for a lower energy expenditure.

108



Other future work could involve the incorporation of data aggregation. Existing re-
sults pertaining to maximum lifetime problems with aggregation, such as [28] and [1],

suggest ways in which our work may be extended in this direction.
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Chapter 5

Continuous Data Gathering

In several application scenarios, a central sink may be interested in obtaining a periodic
update about the status of the physical quantities such as temperature, pressure, humidity,

etc from the network. Consider the following queries:

1. “Report the maximum temperate in the network for the next 30 minutes at the rate
of 1 reading every 30 seconds”. In this case, each node just needs to send a single
unit of data, which is the maximum temperature in its sub tree. We call such an

aggregation as “perfect” aggregation.

2. “Report the temperature from all the nodes for the next 30 minutes at the rate of 1
reading every 30 seconds”. In this case, each node needs to send the temperature

of all the nodes in its sub tree and there is no aggregation.

The network should respond to these queries by streaming data to the sink at the required
periodic rate. Hence such queries are called continuous queries. One mechanism to orga-

nize a continuous data gathering from a large multi-hop sensor network, is to construct
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a tree rooted at the base-station/sink node. This can be done by a two phase process
whereby the sink issues a flood, and nodes organize themselves by level (depending on
how many hops they are from the sink) and select a neighboring node at the previous
level to be their parent [27]. Zhou and Krishnamachari show that the parent selection
criteria greatly impacts the nature of the final tree created [59]. While their study is pri-
marily simulation based, in this chapter, we adopt a more formal approach to designing
local parent selection criteria using techniques from mechanism design and game theory.

Informally, we investigate the following problem: Given a global objective function,
can suitable local utility functions be designed such that each sensor node while “self-
ishly” optimizing its own local utility function leads to optimizing the desired global
objective.

Specifically, we consider the global objective of constructing a tree that results in a
fair utilization of energy resources in the network such that no sensor node suffers an
early energy depletion.

We assume that the energy dissipation at a sensor node is proportional to the number
of data units received and transmitted by it. For a data gathering tree used to execute
a query of the first type, each sensor node (other than the root) transmits one unit of
data. The number of data units received by a sensor node is proportional to the number
of its children. For such a query, it is useful to construct a load balanced tree, where
the load (number of children attached to a parent) is balanced at each level of the tree.

Alternatively, consider a sensor node executing a query of the second type. The number
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of units received and transmitted by it is proportional to the size of its subtree. In such a
scenario, it is of interest to construct an energy balanced tree in the network that ensures
that nodes with lower energy have smaller subtrees.

For the purpose of demonstrating our approach, we focus on the construction of con-
tinuous data gathering trees that are optimized for the global objectives described above:
load balance and energy balance. For each of these objectives, we design a local utility
function for each sensor node, such that the desired objective is attained while the sensor
nodes selfishly optimize their local utility functions. We present an efficient, distributed
heuristic DistributedParentBid for constructing a load balanced tree in the network. The
performance of DistributedParentBid is evaluated by comparing against an optimal cen-
tralized algorithm over several scenarios involving random deployment of sensor nodes
in the network. Our simulation results show that the heuristic produces the desired load
balanced tree for around 90% of the simulation scenarios. We also show that an energy
balanced tree can be built over the network, provided each sensor node routes its data
along the shortest path (using an edge length metric that is weighed inversely to the cur-
rent energy of the sensor node) to the sink. This can be achieved in a simple manner
by using a distributed distance vector algorithm with the appropriate edge length metric.
As mentioned in section 2.4 in chapter 2, quite a few studies have used the utility-based
approach for designing routing algorithms for sensor networks. Byers and Nasser use

this approach to study applications that assume “perfect” aggregation and do not require
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the collection of data from all the sensor nodes at each round [6]. In this work, we in-
vestigate application scenarios that require data from all the sensors at each round of
data gathering. Within this class of applications, we consider both “perfect” and no data
aggregation. Kannan et al. assume a utility function for each sensor apriori and analyze
the Nash Equilibrium resulting from the interaction of selfish sensors in the context of
reliable data gathering [29]. Here, our aim is to design appropriate utility functions such
that the resulting Nash Equilibrium coincides with the desired global objective.

The rest of the chapter is organized as follows: the formal description of the load
balanced data gathering tree construction problem is given in section 5.1. We describe
and analyze our decentralized algorithm for the construction of a load balanced tree in
sections 5.1.1, 5.1.2 and 5.1.3. Section 5.2 describes our second case study, which is the
construction of an energy balanced data gathering tree in the network. Finally, section

5.3 summarizes the chapter.

5.1 Load Balanced Data Gathering Tree Construction

Spanning trees have been widely used for gathering data from a large multi hop network
to the base station/sink node. The following two phase process can be used for construct-
ing a spanning tree in a sensor network as shown in figure 5.1. The first phase involves
flooding of a message from the sink node to all the sensor nodes in the network. This is
followed by the second phase, whereby the sensor nodes organize themselves into levels

based on their distance to the sink node. The sensor nodes at lower levels correspond to
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(a) Smk issues a flood, nodes organize mto levels (b) Each node selects a parent at the lugher level

Figure 5.1: An illustration of load balancing. (b) depicts an arbitrary parent selection
strategy. Notice that level 1 is load balanced, while level 2 is not, given the graph con-
nectivity restrictions in (a)

those closer to the sink node. Each sensor node other than the sink node selects one node
from the previous level (with which it can communicate) as its parent [59].

In this section we consider a data gathering application that assumes “perfect” aggre-
gation. The leaf nodes of the tree transmit one unit of data to their parent. The parent
nodes (except the sink node) receive all the data from their children, aggregate the gath-
ered information, and transmit one unit of data to their respective parent. One unit of
energy is dissipated at the leaf nodes, while the parent nodes dissipate energy propor-
tional to the number of children. Our goal is to construct a load balanced spanning tree
that ensures fair utilization of the energy resources at all the sensor nodes.

Due to “perfect” aggregation, a key feature of the balanced data gathering construc-
tion problem is that the decisions taken by sensor nodes at one level of the tree are in-
dependent of those taken at another level. Thus, at each level, ensuring that each sensor

node selects its parent such that none of the parents are overloaded will lead to a global
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tree in which none of the sensor nodes are overloaded. Hence, we are interested in con-
structing a load balanced tree in the network that has the following property: Given a set
of candidate parent nodes, each sensor node must select as parent, the sensor node at the
previous level with the smallest number of children. In other words, if a sensor node dis-
covers a candidate parent node that has fewer children than the current parent node, the
sensor node must select this node as its new parent. The load balancing problem is essen-
tially finding an optimal semi-matching in a bipartite graph. Harvey et al. show that this
problem can be reduced to a minimum cost maximum flow problem [21]. They present
efficient centralized offline algorithms for finding the optimal semi-matching. They also
show that the resulting optimal semi-matching minimizes all norms including the vari-
ance of the load (number of children) i.e. the || L»|| and the maximum load (|| Le||). In
this study, we present a distributed algorithm for load balancing. As discussed earlier,
the choices made by a sensor node at one level in the tree do not affect the choices made
by the sensor nodes at the other levels. Hence, in the remaining part of this section, we
will focus on a single level of the hierarchical structure created by the initial flood i.e. a
set of children nodes with their corresponding sets of possible parents.

Before formally describing the problem, we introduce some preliminary notation:

1. M is the set of all parents at a level.

2. N is the set of children at a level.

3. M is the set of potential parents of sensor node 7, such that Vi € N : Ug'l Mt =

M.
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4. G = (M|JN, E) is a bipartite graph such that if an edge (i,j) € F, theni € M

and 7 € N or vice-versa.
5. |E| <M x N.

It is useful to abstract load balancing as a bandwidth allocation problem. Assume
that a parent allocates its bandwidth (of 1 unit) equally to all its children. For example,
if a parent has 3 children in the optimal tree then each child gets a bandwidth of % In
the optimal (load balanced tree), let 7 be the bandwidth allocated to a sensor node .
Consider the optimal allocation vector z* = (%, x5, ...% ), such that S o = |M].
Using simple arguments, it can be shown that the optimal (load balanced) allocation
vector * is max-min fair.

Thus, the global objective is to attain a max-min fair allocation for all the children (at
each level). The mechanism design for the load balanced tree is described over the next
three sections, section 5.1.1 specifies the strategy space and the local utility function for
each sensor node. The algorithm in described in section 5.1.2 and analyzed in section

5.1.3.

5.1.1 Game Description

We consider an iterative game. We define an iteration as a round in which parents an-
nounce their bandwidth guarantees and the children decide on the parent they want to
attach. This game is played on the edges e € E of the bipartite graph mentioned in

section 5.1. The players in this game are the children. For each player ¢ such that : € NV,

116



let S; C M" be the strategy space at iteration k. u} (p) denotes the utility of sensor node
i for choosing sensor node p as its parent in iteration k. We define u},(p) = C? where
C? is the bandwidth guaranteed by parent p at iteration k. i.e. the parent p is committed
to provide a bandwidth of ar least C}, to child ¢ for all iterations after k as long as i is a

child of p. Let

u, = Maxpesi{UZ(p)}

= Max,c5 {C}} (5.1

This utility function in Eqn. 5.1 dictates that at each iteration, a sensor node prefers to
connect to a parent that gives it the maximum bandwidth guarantee. i.e. each sensor node
is “selfish” about the bandwidth guarantee it receives. At every iteration, each parent p
gives equal bandwidth guarantees to its children.

In section 5.1.2, we describe the algorithm that constructs a load balanced tree in the

presence of “selfish” sensor nodes.

5.1.2 Algorithm for Load Balanced Tree Construction

In this section, we describe DistributedParentBid, an iterative distributed algorithm for
constructing a load balanced spanning tree in the network. The algorithm assumes that
each sensor node’s decision making is governed by the utility function described by

Eqn. 5.1 in section 5.1.1. Before describing the algorithms of the parent and child, we
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introduce some notations and definitions. As described in section 5.1.1, we define one
iteration to be one round of communication between the parents and the children. This

round consists of the following steps:

1. A candidate parent announces its bandwidth guarantee.

2. Each child responds to all candidate parents that offer the best bandwidth guaran-

tee.

3. A candidate parent chooses a subset of the responding children informing them to

attach to it.

4. Each child then chooses one of the candidate parents to attach and informs the rest

that it does not want to attach to them.

Let

1. deg(j) be the degree of a node j in the bipartite graph GG described in section 5.1.

2. P} be the parent of node 1 at iteration k.

3. y;, be the number of additional children that parent p can take during iteration k,

giving a bandwidth guarantee of C7.

4. nf be the number of new children that request to attach to parent p during iteration

k.
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5. a}, be the number of new children that actually attach to parent p during iteration

kL.
6. z}’; be the number of children that leave parent p during iteration k.
7. N} be the set of children currently attached to parent p at the end of iteration .

8. B be the total bandwidth auctioned by a parent p at the end of iteration . i.e.

BY = |NP|CP if |N?| >0 (5.2)

= (Y} otherwise (5.3)

Definition 5.1.1 A parent p is considered to be saturated at iteration k iff BY = 1.

i.e. a parent p is saturated at iteration £ iff its total auctioned bandwidth equals the
maximum bandwidth of 1. On saturation at iteration k, parent p will offer a bandwidth
guarantee of C} = ﬁ to each of the children attached to it.

If | N7 | > 0, saturation implies that p cannot take any more children at the guaranteed
bandwidth of C}. If |N}| = 0, B], = C} = 1 implies that each of p’s children have a
bandwidth guarantee of 1 from some other parent p’. Vp: p € M, y? = 0iff p is saturated
at iteration k.

DistributedParentBid consists of algorithms for Parent and Child, which are de-

scribed below:

A child might request to be attached to several parents during iteration k, but will ultimately choose
exactly one parent that is willing to take it at the end of iteration k.
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1
deg(p)

Parent: A parent p successively increases its bandwidth guarantees from

2

1 1
deg(p)—1> deg(p)—2°

so on until it gets saturated. In a system implementation, this can
be achieved by the parent p broadcasting a message containing the bandwidth guaran-
tee so that all children within its radio range can receive the bandwidth announcement.
Each child that is not already attached to p, will respond to p if p guarantees the highest
possible bandwidth among all its potential parents. If p cannot guarantee the announced
bandwidth to all the children that respond, it will allow a subset of the responding chil-
dren to select it as a parent and reject the rest. For example, consider a parent p that has 5
children currently. If p announces a bandwidth guarantee of % and 3 additional children
respond to it, p can only choose 2 out of the 3 children. This is because on choosing 2
children, p saturates with 7 children, each getting a bandwidth of % An unsaturated p
does not increase its bandwidth guarantee from iteration % to k41 iff any of the following

conditions are satisfied:

1. At least one of its current children switches to some other parent during iteration

k.

2. At least one child that is not currently attached to it during iteration % requests to

switch to it.

These conditions ensure that a parent p will increase its bandwidth guarantee iff no ad-
ditional children want to switch to it at its current guarantee. While this is apparent for
the second condition, the first condition is for letting a child that was rejected earlier by

p to switch to it at the same bandwidth guarantee if possible (which may happen due to

120



some already attached child leaving p for some other parent). Parent p stops issuing the

bandwidth announcement messages once it is saturated.

1

Initially, a parent p sets C} = o)

While p is not saturated (may also happen
if a child leaves a saturated parent making B} < 1), it executes the following iterative

algorithm (here, k is a global variable that keeps track of iterations previously executed

by this parent):

Parent(p) {
while (B} < 1) {
Crn — Gk
announce C}., ; to all its children
/* Find the upper bound on the number of children that can be taken */
Wor = o=~ INEI
if (n),,, > yp,) reject the excess children
[Nl < INEl +af i — 2040
if (Biﬂ = 1) exit
[* If a child left or responded to the announcement,
don’t increase the bandwidth guarantee */
i (2, > 0) or (nl,, > 0)) { %, — C7 }
else { Cy., — i }

Ck

k—k+1
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Child: At an iteration k, the strategy space of child i, S, = {p|p € M*, BY < 1}. i.e.
at each iteration £, each child ¢ will try to connect to an unsaturated parent p that provides
the best bandwidth guarantee. In a system implementation, this can be achieved by each
child sending a message in response to the bandwidth announcement from a parent p.
If there are multiple such parents, the child will request to connect to all of them?. If
multiple parents are willing to accept it, the node will choose one of the parents and will
inform the others that it does not wish to connect to them.

Termination: DistributedParentBid terminates at the smallest iteration & at which all

parents are saturated i.e. Zﬁi \ Br =M.

5.1.3 Analysis

In this section, we show that DistributedParentBid algorithm terminates and analyze its
running time. We show that a Nash Equilibrium exists on termination of the algorithm.
We also outline a candidate scenario where this algorithm might not produce a load bal-
anced tree. However, by comparing it against a centralized algorithm for load balancing
through simulations, we show that the proposed algorithm produces a load balanced tree

for around 90% of the scenarios studied.

’The child has to respond to all such parents because a previously unsaturated parent might have to
reject some children if it gets saturated during the current iteration.
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1/3 172 172 172 1/2

1 12

Matched Edge 1/x Saturated Parent
= = =— = Unmatched Edge 1/x Unsaturated Parent

Figure 5.2: Load balancing level 2 of the tree shown in figure 5.1 (b) using Distributed-
ParentBid.

Let Si, = Zf\il Bj be the total auctioned bandwidth across all the parents at the end

of iteration k. Let k* be the smallest iteration at which all parents p are saturated i.e.

Sl Bl =M.

Lemma 5.1.1 The following quantities are non-decreasing functions of k:
1. For each parent p, C}.
2. For each child i, u.

Proof:
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1. The algorithm Parent(p) never decreases C} from one iteration to the next. Thus,

P p
Ck+1 > Ck

2. By definition, uj, = Max,, si{Cy}. 1 i is attached to the same parent at iteration
k and k + 1, from the first part of this Lemma, u}_, > uj,. ¢ switches from p to p/

during iteration k + 1 iff C’,f:rl > Cy,, > C}. Hence, uj,, > uj,. |

Lemma 5.1.2 If at least one child switches from one parent to the other during iteration

k, Sk > Skfl.

Proof:
Let N/ C N be the set of children that switch and N — N’ be the set of children that do

not switch parents. Then

Sk — Sk-1 = Z{UZ —uj_}

ieN
> Z{“Z — Uj_y} + Z {ui - ui—l}
ieN JEN—N’

From Lemma 5.1.1, we observe that u} > wu}_ , for all . Specifically for i € N/,
uf > uj_,. Hence, if at least one child switches parents during iteration k (N’ # ¢),

then S, > Si_1. |

Lemma 5.1.3 If S, > Sp_1,0 =S, — Sp_1 > where v = Max,ecy{deg(p)} is

1
MH=1)

the maximum degree of a parent in the graph G .

Proof: If S, > Sj;_1, two cases arise:
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1. A child ¢ switches from parent p to ¢ during iteration k.

2. No child switches, but an unsaturated parent p increases its bandwidth guarantee

from C}_, to CY.

In the first case, a child ¢ switches from parent p to ¢ during iteration k iff C{ > C%.
Now, C¥ > C%_, implies u} > uj}_,. From the proof of lemma 5.1.2, we obtain that
Sk—1 — Sk > {ul — ui _,}. This difference is the smallest when exactly one child i
switches from a parent p that offers it a bandwidth of }{ to a parent ¢ that offers it a

bandwidth of # Hence, the smallest difference § = < Sp — Si_;. Hence,

1
(V=1
in general, if at least one node switches at iteration k, Sy > S,_; and difference 6 =

Sy — Sp_1 > m For the second case, we have the following:

Sk — Sk-1 2> Z{CZ -G}

qeEM
= {CII; - Clzc)fl}
1 1
2 -
=1 v
>
where p is an unsaturated parent. [ |

Lemma 5.1.4 The total auctioned bandwidth across all parents (Sy,) is a non-decreasing

function of k. Moreover, either Sy1 > Sk or Sgia > Sk+1 = Sk
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Proof:
Consider an iteration k < k*. There exists at least one unsaturated parent p at the end of

iteration k. Two possibilities arise:

1. None of the unsaturated parents increase their bandwidth guarantee during iteration

k + 1. Two sub-cases arise:

(a) At least one child switches during this iteration then from Lemma 5.1.2,

Sk+1 > Sk

(b) No child switches during this iteration, then Si.; = S;. Now, during it-
eration k£ + 2, all unsaturated parents increase their bandwidth guarantees.
Again if a child switches parents, then Siio > Siki1. If no child switches

during iteration k + 2 then,

Seve =St = Y {Cly— O}

jeM
Since C,Z 4o > C,z 41 for each unsaturated parent j, Sgy2 > Spi1 = S

2. At least one unsaturated parent increases its bandwidth guarantee during iteration

k + 1. Then, as seen from the proof of 1 (b), Sxy1 > Sk. [ |
We now prove our main result about the running time of DistributedParentBid.

Theorem 5.1.1 The total number of iterations taken by DistributedParentBid is O(M~?).

At termination, a Nash Equilibrium exists.
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Proof:

Initially, each parent p announces a bandwidth guarantee of C§ = 1~ >

1
deg(p) — ~

. Thus,
Sy > % If £* is the smallest iteration at which all parents are saturated, S« = M.
From Lemma 5.1.4, we see that there are at most 2 iterations when S, remains con-
stant (i.e. k and k + 1). Moreover, whenever S; increases it increases by at least 9 as

seen from Lemma 5.1.3. Thus, the total number of iterations (T) for the termination of

DistributedParentBid is given by:

IN
[\]
<
\QM

Next, we prove the existence of a Nash Equilibrium on the termination of Distributed-
ParentBid.

On termination at iteration k*, all parents are saturated i.e. Vp, Bj. = 1. Every satu-

rated parent p offers a bandwidth of ﬁ where N}, is the number of children currently
k*

attached to it. Consider any child i. The current parent of ¢ at iteration k* is ¢ = Py..

1

The bandwidth allocated by ¢ to all its children (including 7) is N7 Then at iteration
k*

k*, every other potential parent ¢’ of ¢ must have at least | N,.| — 1 children. This can be

proved by contradiction. Let us assume that a parent ¢’ is saturated with at most | N}/, | — 2

children each getting a bandwidth of at least m Since the bandwidth guaranteed by
k*

a parent is non-decreasing in the number of iterations as shown by Lemma 5.1.1, there

would have been an iteration £’ < k* such that ¢’ would have offered a bandwidth of at
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while ¢ would have offered a bandwidth of at most ——. At this iteration i

least ]

1
|N;Z* |_ 1
would have switched and attached to ¢’. But this contradicts the fact that ¢ is attached to

parent ¢ and not ¢’. Thus, every potential parent ¢’ of ¢ must have at least | V.| — 1 chil-

dren and can offer a bandwidth of at most W to 4 (if 7 switches from ¢ to ¢'), which is
the bandwidth offered by ¢. Hence, at termination each child is attached to the parent that
allocates the highest possible bandwidth, implying the existence of a Nash Equilibrium.H

As mentioned in section 5.1, a load balanced tree corresponds to an optimal semi-
matching. Our approach to proving the optimality of DistributedParentBid was based on

the work of Harvey et al. which characterizes an optimal semi-matching using the notion

of cost reducing paths (defined below) [21].

Definition 5.1.2 Given a semi-matching S C E in G = (V, E), a cost reducing path
R is a sequence of alternating matched and unmatched edges given by R = {(vy,uy),
(ur,v2), ... (uy_1,v,)} where v; € M, u; € N and (v;,u;) € S for all i, such that
degs(v1) — degs(v,) > 1. degg(v;) is the number of children matched to parent v; in the

semi-matching S.
Moreover, the authors of [21] also prove the following:
Theorem 5.1.2 A semi-matching is optimal iff no cost-reducing path exists.

We now show that DistributedParentBid does not always produce a load balanced
tree as shown in figure 5.3.
Notice that in figure 5.3 (b), the maximum load is 4, while in (c), it is 3. The above

sub optimality occurs due to the existence of the cost reducing path A-B-C-D-E in the
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Figure 5.3: Sub optimality of DistributedParentBid.

bipartite graph i.e. the path consisting of parent A - child B - parent C - child D -
parent E as shown in figure 5.3 (b). The matched and the unmatched edges along this
path can be switched to obtain a better load balanced tree as shown in figure 5.3 (¢). In
general, the sub-optimality depends on the number of such paths existing in the bipartite
graph after DistributedParentBid terminates. In the worst case scenario, the maximum
load produced by DistributedParentBid can be a worse off by a factor of M from the
optimum, where M is the number of parents i.e. the maximum load can be equally
distributed across all the parents.

We attempted to quantify the sub-optimality (in random scenarios) by simulations
where we compared the tree resulting from an implementation of DistributedParentBid
and the centralized algorithm for producing an optimally load balanced tree described in

[21]. 7 parent and 30 child nodes were randomly deployed in an area of 500m x 500m.
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For each value of the transmission range used (250m and 200m), 5000 simulations (using
random seeds) were run. In 90% of the simulation runs, DistributedParentBid produced
trees that were isomorphic to the centralized algorithm, while in the remaining 10% of the
simulations, the maximum (minimum) load produced by DistributedParentBid differed
by a maximum of 1 from the centralized algorithm. These results give us reasonable

confidence that DistributedParentBid is a good heuristic for load balancing.

5.2 [Energy Balanced Data Gathering Tree Construction

In this section, we discuss the construction of a spanning tree in the network for a contin-
uous data gathering application that assumes no data aggregation. An example of such a
query is described in the introduction of this chapter. We consider an arbitrary deploy-
ment of n sensor nodes in the monitored terrain. Each sensor node samples one unit of
data from the environment, which must be transmitted to the sink node in the network.
Note that one unit of data can be one or several bytes. In order to route all the data, the
sensor nodes form a spanning tree rooted at the sink.

Each leaf sensor node in the tree transmits one unit of data. The non-leaf sensor
nodes in the tree route their own data as well as the data collected by all the sensor nodes
in their subtree. Thus, each leaf sensor node dissipates one unit of energy, and the non-
leaf sensor nodes dissipate energy proportional to the size of their subtree. To ensure the
longevity of the network, our goal is to construct a spanning tree such that nodes with

lower energy have smaller subtrees.
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Let T" denote a spanning tree constructed over the network, rooted at the sink node.
Consider any node i in the spanning tree. Let e’ denote its current energy and S(7',1)
represent the size of its subtree. As discussed earlier, energy dissipation at a sensor
node is proportional to the size of its subtree. After one iteration of data routing, the
remaining energy of the sensor node is given by ¢! — S(T',4) 3. To ensure longevity of
the network, our goal is to construct an energy balanced spanning tree in the network,
which maximizes a weighted sum of the remaining energy of all the sensor nodes such
that nodes with lower energy get a higher weight *. Hence, our desired global objective

function is to construct a spanning tree 7" such that:

T = argm%X{ZW}

et

Here < €', ..., e™ > represent the current energy of the sensor nodes. Energy balancing,
as defined here is a weaker notion of fairness than max-min. Figure 5.4 illustrates an
energy balanced tree. The number on the sensor node shows the remaining energy, while
the number on the edge shows the amount of data bytes transmitted. Each sensor node
is assumed to generate one unit of data consisting of £ bytes. Figure 5.4(a) depicts the
tree resulting from an arbitrary parent selection strategy, while figure 5.4(b) shows the

energy balanced tree. In Figure 5.4(b), notice the distribution of load commensurate to

3We assume that the remaining energy is always positive. i.e. all sensor nodes have sufficient energy
to accomplish the data gathering.

“4This objective is reasonable if we view the entire sensor network as a distributed energy source.
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Figure 5.4: An illustration of energy balancing.

the energy on the 2 first hop nodes having energy of 6 and 8 units as opposed to figure
5.4(a).

We represent the network by the graph G = (V, E, B), where the set of vertices
represent the sensor nodes. An edge (7,j) € E exists between two vertices v;, v; € V,
provided that the sensor node represented by vertex v; lies within the transmission range
of the sensor node represented by vertex v;. B € V' denotes the sink node in the network.
Theorem 5.2.1 states the key result that enables the design of a distributed mechanism

for constructing an energy balanced tree.

Theorem 5.2.1 Given the network graph G = (V, E| B), construct a weighted directed

graph G' = (V, E4, B, w) such that
1. If (i,7) € E, then (i,j) € Eq.

2. Y(i,j) € Eq,i # B :w(i, j) = +.
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The energy balanced tree is the sink-rooted Shortest Path Tree (SPT) in the weighted

graph G'.

Proof:

Let 7" = (V, E’, B) represent the SPT, and 7" = (V, E”, B) be any other spanning tree
for the graph G’ = (V, Ey, B, w), rooted at B. Let P; g and P/'; denote the paths from
any vertex ¢ to B in 7" and 7" respectively. The weights (Iength) associated with these

paths is defined as follows.

hd w<Pz‘/7B) - Z(il,iQ)gpi/yB w(iy, iz).

o w(P/p) = 2(2‘3,1'4)65/{3 w(is, iy).

Since, 7" is the SPT for G/, we know that
VieViw(Pp) < w(Pp) (5.4
Summing up over all the nodes in G’, we get

Z@U(Pi',B) < > w(Pp) (5.5)

IN

Z Z w(iy, is)

i€V (i1,i2)€P! i€V (ig,ia)€P'y

7,
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Interchanging the summations,

> N, (in,in)) *wlin,ia) <Y N(T”, (ig,ia)) * wliz,ia)  (5.7)
(i3,i4)EE""

(il ,iz)GEl

where for each edge (y, z) in a spanning tree 7', N(T', (y, z)) is the number of nodes in
T for which (y, z) occurs on the path to B. In the SPT 77, this path is the shortest path,
while in an arbitrary spanning tree 7", this is not necessarily the shortest path to B. Since
T is a tree, there is no alternative path in 7' for these nodes to reach B. Thus, these nodes

will be in the sub tree rooted at a node y. Hence,
N(T,(y,z)) = S(T.y)

On replacing N (T, (y, z)) by S(T,y) and w(y, z) by = in Eqn 5.7, we get

el

ZS@’” < Z—S(T/.,’ﬁ (5.8)
%

Thus,
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From the above analysis, we conclude that the desired energy balanced tree is the
shortest path tree in the weighted graph G’. The shortest path tree for any given graph
can be computed in polynomial time.

Theorem 5.2.1 gives us the key insight for designing local utility functions for the
sensor nodes for achieving our global objective. If each sensor node ¢ “selfishly” routes
its data to the sink over the shortest path using ei as the edge length metric, it results
in the desired energy balanced data aggregation tree. The cost function ¢(i, j) = ei has
the nice property that sensor nodes with lower energy will have a higher cost for their
outgoing link and hence are less likely to have a large sub tree rooted at them. This
ensures longevity of the data gathering tree.

We describe a simple mechanism for constructing an energy balanced tree in the

following section.

5.2.1 Mechanism Design

In this section, we describe a mechanism for constructing the energy balanced data gath-
ering tree. Consider an iterative game on the edges of the graph G = (V. E, B). Since
we are interested in balancing the utilization of all the nodes in the network, this graph
corresponds to the entire deployment topology (unlike the bipartite graph used in the

load balanced tree construction in section 5.1.1).
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The strategy space S’ of each sensor node 1 at iteration  is given as follows:

S, = {jli,j) € E} (5.9)

The utility function of each sensor node 7 is given as follows:

.

) 1 ;
U, = Mlﬂjesg{ngQﬂ}

= Minjcq {QL} (5.10)

where Q) is the length of the shortest path from sensor node j to the sink B at

iteration k. Vk : Qf”k = 0. Thus, at each iteration, a sensor node ¢z chooses a node j that

offers it the shortest path (using eiz as the metric of edge length for any edge (z,w) € E)

to B.

The above mechanism can be easily implemented by a distributed distance vector

algorithm. An iteration s corresponds to an iteration of the distance vector algorithm.

The energy balanced tree construction terminates when the distance vector algorithm

terminates.

5.3 Summary

In this chapter, we advocate a utility function based approach for designing sensor net-

works. Unlike previous related studies, we illustrate that treating the sensor nodes as
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“selfish” (using appropriate utility functions) enables the design of distributed algorithms
for optimizing the network performance as a “whole”. This approach is illustrated by two
case studies of constructing a load balanced data gathering tree and an energy balanced
data gathering tree in a sensor network. The second case study uses a weaker notion of
fairness than the first, but it enables the optimization of a global objective using local
optimization of an appropriate utility function at each sensor.

As part of future work, it would be interesting to extend our mechanism of load
balancing and energy balancing for more general scenarios that account for heterogeneity
in quality of the links, more sophisticated models of data aggregation, etc. We also plan to
investigate other desired global objectives of data collection trees for which decentralized

mechanisms using local utility functions can be designed.
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Chapter 6

Contributions

In this dissertation, we examined a few practical problems concerning data gathering
in wireless sensor networks. These problems were chosen such that they explore com-
plementary aspects of data gathering: one-shot (chapter 3), en masse (chapter 4) and
continuous (chapter 5). The severe energy constraints of the sensor nodes motivated us
to adopt a principled approach to these problems based on mathematical modeling and
optimization. Using various mathematical tools that included first order models, Markov
chains, linear programs and game theory, we gained several useful insights in the design
of algorithms for these data gathering problems. The analytical approach not only led to
the design of optimal algorithms but also outlined scenarios where traditional solutions

to these problems may not be optimal.
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Our key contributions are the following:

One-shot data gathering

Development of ACQUIRE (that combines d hop FBQ with TBQ), a mechanism

for answering one-shot queries for replicated data in sensor networks.

Analytical proof that the optimal choice of d that minimized the expected number
of transmissions is governed by the data dynamics. Higher the data dynamics,

lower the optimal value for d.

A unified analytical framework for analyzing existing approaches like FBQ and

ERS, validated by simulations.

Demonstrated scenarios where ACQUIRE with optimal setting for d results in sig-
nificant energy savings over ERS (up to 60—75%) and orders of magnitude savings

over FBQ (especially in highly dynamic environments and high query rates).

En Masse data gathering

Formulation of the maximum data extraction as a multi commodity flow problem

and the design of a (1 4+ w) approximation algorithm for it.

A fast, near optimal, distributed heuristic E-MAX for en masse data gathering. E-
MAX used a sophisticated edge length metric (obtained from an analytical model
based on multi commodity flows and LP duality) that is both energy-aware and

data-aware.
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e Comparison of E-MAX with other energy-aware approaches through simulations
which shows that E-MAX significantly outperforms these other approaches (up
to 450 % improvement in the amount of data collected across scenarios studied),

especially when nodes have varying data and energy levels.

Continuous data gathering

e Proposed a novel approach to designing distributed algorithms for gathering data

from a sensor network using concepts of utility functions and selfishness.

e Design of utility functions for the global objectives of load balancing and energy
balancing respectively such that while each sensor selfishly optimizes its utility

function, the network as a “whole” converges to the desired global objective.

This dissertation takes a small step in the direction of designing data gathering al-
gorithms for energy-constrained wireless sensor networks using a principled approach
based on mathematical modeling and optimization. The design insights learnt from our
case studies indicate that this formal approach is quite promising and can lead to algo-
rithms with significantly better performance over those that are purely based on heuris-
tics. As the field of sensor networking matures there will be many more avenues for
improvement in both the analytical modeling as well as the design of these systems. The
formal, mathematical approach not only gives optimal baselines against which different
approaches can be evaluated, but also reveals the science underlying the optimal solu-

tions, leading to better system design.
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Chapter 7

Mathematical Background

In this chapter, we give a brief introduction to the various mathematical techniques used
in this thesis including probability, Markov chains, linear program duality and game

theory.

7.1 Probability

This section gives an overview of the basic concepts in probability and random vari-
ables. Section 7.1.1 introduces the notion of probability, while section 7.1.2 discusses

the concept of random variables.

7.1.1 Introduction

In this section, we define some basic concepts in probability theory using a set theoretic
approach based on the material in [40]. We first start with a notion of an experiment

and its associated outcomes. For example, in an experiment of tossing a die, the set
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of possible outcomes is given by the set {1,2,3,4,5,6} i.e. the numbered face that
shows up on a single throw of a die. Some basic definitions is probability theory are the

following:

Definition 7.1.1 Sample Space: The set A of all possible outcomes of an experiment is

the sample space for that experiment.

For the single throw of a die, the sample space A = {1,2,3,4,5,6}.

Definition 7.1.2 Trial: A single performance of an experiment is called a trial. At each

trial we observe a single outcome \; € A.

Definition 7.1.3 Event: A subset of a sample space is an event.

For example, getting an even number on a single throw of a die corresponds to the event

Even = {2,4,6}.

Definition 7.1.4 Mutually Exclusive Events (MEE): Events A and B are mutually exclu-

sive iff AN B = () i.e. these events do not have any outcome in common.

For example, the events of getting an event number i.e. Fven = {2,4,6} and getting an
odd number Odd = {1, 3,5} on a single throw of a die are mutually exclusive.
Every event A C A is assigned a number P(A), the probability of event A. The proba-

bility of an event has the following properties:

1. P(A) > 0.
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3. P(0)=0.
4. For mutually exclusive events A and B, P(AU B) = P(A) + P(B).

Assuming a fair die in which each numbered face shows up with equal probability on a

single throw, P({1}) = P({2}) = P({3}) = P({4}) = P({5}) = P({6}) = .

Definition 7.1.5 Independent Events: Events A and B are independent iff

P(ANB) = P(A)P(B)

Intuitively, two events are independent, if the fact that A occurs does not change the prob-
ability of B occurring. For example, getting a head on a single coin toss is independent

of getting a 6 on a single throw of a die.

Definition 7.1.6 Conditional Probability: The conditional probability of event A assum-

ing that event B has occurred is given by:

P(AN B)
P(B)

P(A|B) =
For example, the conditional probability of getting a two given that an even numbered

P{2}n{24,6}) _ 1

face showed up is —PEAG) 3
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Definition 7.1.7 Total Probability: If A1, As, ..., A, are such that U} |A; = A and

N2, A; = 0 and B is an arbitrary event over the sample space A, then

n

P(B) = ) P(B|A)

i=1

7.1.2 Random Variables

In this section, we will mainly focus on discrete random variables. Similar definitions

for continuous random variables can be found in [40].

Definition 7.1.8 Discrete random variable X is a function that maps a finite or a count-

ably infinite sample space A to a set of real numbers. i.e. X : A — R.

For a random variable X and a real number z, we define an event X = z as {\ € A :

X (M) = x}. Hence, the probability that X takes on the value x is given by

P(X=z) = >  P{A) (7.1)

AeA:X(N)=x

Definition 7.1.9 Probability Density Function (PDF) of X is the function
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Definition 7.1.10 Cumulative Distribution Function (CDF) of X is the function

F(z) = P(X <x)

One of the most useful summaries of the distribution of a random variable X is the

expectation (mean or average) which is given as follows

E(X) = ) aP(X =uz) (7.2)
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Expectation is also defined for combinations of random variables. Particularly, for a sum
of random variables, the following theorem shows the relationship between the expecta-

tion of the sum and the expectation of the individual random variables.

Theorem 7.1.1 Linearity of Expectation: The expected value of a sum of random vari-

ables X andY is given by

EX+Y) = EX)+E(Y)

The above relationship holds even if X and Y are not independent. It also extends to
summation of an arbitrary number of random variables.

An example of a discrete random variable is the geometric random variable. Consider
an experiment in which each trial has only two outcomes, e.g. a coin flip. Such a trial is
called a Bernoulli trial. In each trial, let one of the outcomes (say success) occur with
probability p and the failure occur with probability ¢ = 1 — p. Define a random variable
X to be the number of trials needed to obtain the first success. X has values in the range

1,2, .... The PDF of X is given by

PX=Fk = ¢ 'p (7.3)

since we have k — 1 failures before the first success.

Definition 7.1.14 Geometric Distribution: A PDF satisfying equation 7.3 is said to be a

geometric distribution. X is said to be a geometric random variable.
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Theorem 7.1.2 The expected value E(X) of a geometric random variable X is %.

7.2 Markov Chains

We first give a brief overview of Markov chains in section 7.2.1, followed by a classifica-
tion of the states of a Markov chain in section 7.2.2. Section 7.2.3 describes an important

result in the analysis of Markov chains with absorbing states.

7.2.1 Introduction

We restrict our discussion to discrete time Markov chains based on the simple and de-
tailed description in [35]. We start with an intuitive definition of a stochastic process.
Suppose we observe some characteristic of a system at discrete points in time (say
0,1,2,...). Let X; be the value (or state) of the system characteristic at time t. Quite of-
ten, X; is not known with certainty and may be viewed as a random variable. A discrete-
time stochastic process is a description of the relation between the random variables
Xo, X1, Xo, .... A Markov chain is a discrete-time stochastic process which is defined as

follows:

Definition 7.2.1 A discrete-time stochastic process is a Markov chain if, fort = 0,1,2, ...

and all states,

P<Xt+1 = Z.t+1’)(t = it7Xt71 = itfla "'7Xl = 7;17XO = ZU)

= P(Xt+1 = it+1|Xt = it)
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i.e. the probability distribution of X, is dependent only on the state at time ¢ and is
independent of all states visited by the chain before time ¢.
Example: Consider a sequence of flips of a fair coin. The number of heads after n flips

i.e. H, can be modeled as a Markov chain with the following equation:

P(H,1 =h+1|H, =h) =

N — DN~

P(H,.1 = h|H, = h) =

For simplicity, assuming that P(X,,; = j|X; = 7) is independent of time ¢ (also called
the stationarity assumption), we define the probability of transition from state ¢ to state j

as follows:

Tij = P(Xt+1 = j’Xt = Z) (7.4)

A complete description of a Markov chain of s states is given by the probability distri-
bution over the states at time ¢t = 0 i.e. P(X, = s) for all states s and a s X s state
transition matrix X where R;; = r;;, the state transition probability from state ¢ to state

7. Each entry in this matrix is non-negative and the entries in each row should sum to 1

. s
1.€. Zj:l Tij = 1.
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7.2.2 Classification of States
Before classifying the states of a Markov chain, we define the concept of reachability
between states:

Definition 7.2.2 Given two states i and j, a path from i to j is a sequence of transitions
that begins in state © and ends in state j, such that each transition in the sequence occurs
with positive probability. A state j is reachable from state i if there is a path leading from
ito].

The states of the Markov chain can be classified as absorbing, transient, recurrent, peri-
odic and aperiodic.

Definition 7.2.3 Absorbing State: State i is an absorbing state if r; = 1.

Once the chain reaches a state ¢ that is absorbing, it always remains in state .

Definition 7.2.4 Transient State: State 1 is transient if there exists a state j such that j

is reachable from 1 but 1 is not reachable from j.

For a transient state 7, there is a way to leave state < without returning to it, which implies

that r;; < 1.

Definition 7.2.5 Recurrent State: A non transient state is a recurrent state.

Definition 7.2.6 Periodic State: A state i is periodic with period k > 1 if k is the smallest
number such that all paths leading from state i back to itself have a length that is a

multiple of k.

Definition 7.2.7 Aperiodic State: A non-periodic recurrent state is said to be aperiodic.
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7.2.3 Analyzing Time to Absorption

Markov chains have been extensively analyzed for their transient and steady state behav-
ior. In this section, we briefly describe a key result in the analysis of Markov chains with
absorbing states.

Quite often it is of interest to find out what is the expected time it takes for a chain
(with s states) starting at a transient state ¢ to reach the absorption state. This time is also
called the time to absorption from state 7. It is known that starting at a transient state
1, the expected number of times each transient state j is entered is given by 75 entry in
(I—R)~!, where Lis an s X s identity matrix [35]. Thus, for a Markov chain with a single
absorbing state, using linearity of expectation, the expected time to reach the absorption

state is given by the following matrix equation:

A= (I-R'E (7.5)

where A and E are s x 1 column vectors. E is a vector of all 1s. A; gives the expected

time to absorption from state i.

7.3 Linear Program (LP) Duality

A linear program typically consists of optimizing (maximizing or minimizing) a linear
function of variables subject to some constraints on those variables. Corresponding to

every LP (or primal), there is another LP called the dual. In this section, we give a
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simple introduction to the concept of LP-duality which is very useful in solving several
combinatorial optimization problems. Most of the material in this section is based on
[55]. Using a sample LP which has a minimization objective function, we first define a
few important terms before illustrating the concept of LP-duality. These concepts can be
extended in a straightforward manner to a LP with a maximization objective function.
Consider the following LP:

Minimize z = bx1 + Tx9 + 223

subject to

2%1 + 4(E2 + 31’3 > 12
xr1 + 21‘2 — I3 Z 5
Ty, T2, 3 2> 0

(7.6)

A solution to the above LP consists of setting values for the variables x, x5 and x3.

Definition 7.3.1 Feasible Solution: A solution x = {x1, 22,23} that satisfies all the

constraints of the LP is said to be feasible.

Definition 7.3.2 Optimal Solution: A solution x* = {x1,x9,x3} that is feasible and
optimizes the given linear objective function is the optimal solution of the LP. The optimal

value of the linear objective function is denoted by z*.
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While the objective of the LP in Eqn. 7.6 is to obtain the minimum z*, a simple lower
bound on z* can also be obtained by adding the right hand side of the two constraints

giving the following:

z =0y + Trg + 223 > (221 + 49 + 33) + (21 + 229 — 73)

> 3x1 4+ 629 + 223
> 1245
> 17

(7.7)

The basic idea behind the process of finding a lower bound for z* is to find suitable
non-negative multipliers for each of the constraints in the primal LP such that when we
take their sum, the coefficient of each z; in the sum is dominated by the corresponding
coefficient in the linear objective function z. The lower bound should be as tight as
possible (for the minimization problem in the primal, the lower bound should be as large
as possible). This can be naturally formulated as another linear program called the dual

LP. For the primal LP in Eqn. 7.6, the dual LP is as follows:
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Maximize 12y, + by»

subject to

201 +y2 < 5
dyp +2y2 < 7

3y1 —y2 < 2
Y1,y2 = 0

(7.8)

In the above example, y; and ¥, are the multipliers for the first and second constraint
of the primal LP in Eqn. 7.6. There are several interesting properties that relate the
primal and dual LPs. If the primal is a minimization problem, the dual is a maximization
problem. The dual of the dual is the primal LP. A feasible solution to the dual LP gives
a lower bound on the optimal value z* of the primal. Similarly, a feasible solution to the
primal gives an upper bound on the optimal value of the dual. Hence if we find feasible
solutions for both the primal and the dual LP with the same value for the respective
objective functions, then both solutions must be optimal for the respective problems. In
our example, 2* = {0,2.7,0.4} and y* = {1.1, 1.3} both achieve the objective function
value of 19.7 for the primal and dual respectively. This relationship between the optimal
solutions of the primal and dual LPs is one of the main results in the theory of linear

programming and is known as the LP-duality theorem. Before stating the theorem, we
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formally define the primal and dual LPs. Consider the following minimization problem
written in standard form:
Minimize )7, c;z;

subject to

Vie[l,m]: Zaijxj > b
=1
Viell,n]:z; > 0

(7.9)

where a;;, b; and c; are given rational numbers.
Using y; as the variable (multiplier) for the 7’th inequality, we get the following dual LP:
Maximize Y ;" by
subject to
Vi e l,n]: Z ayi < ¢
i=1
Vie[l,m]:y; > O

(7.10)

The LP-duality theorem is formally stated as follows:
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Theorem 7.3.1 LP-Duality: The primal LP has a finite optimum iff its dual has a finite
optimum. Moreover, if x* = {xf, 5, ...,x} and y* = {y},v3, ..., y:,} are the optimal

solutions for the primal and dual LPs respectively, then

n m
E Gy = E biyi
j=1 i=1

The conditions for the feasible solutions of the primal (and dual) to be optimal are given

by the Complementary slackness conditions which are formally described as follows:

Theorem 7.3.2 Complementary slackness conditions: Let x and y be feasible solutions
for the primal and dual LPs respectively. x and y are both optimal iff all of the following
conditions are satisfied:

Primal complementary slackness conditions

Vj € [1,n] : either x; = 0 or Zaijyi =¢j
i=1

and

Dual complementary slackness conditions

Vi € [1,m] : either y; = 0 or Zaiﬂj =b

j=1

The complementary slackness says that either the primal (dual) variable is O or the con-

straint corresponding to that variable in the dual (primal) is exactly satisfied.
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LP-duality and complementary slackness play a very important role in the design of

algorithms (both exact and approximation) for combinatorial optimization problems.

7.4 Game Theory

Typically, game theory studies interactions of entities (individuals, agents, countries,
etc.) that have opposing (or competing) interests. In this section, we restrict our discus-
sion to the non-cooperative games in which each entity behaves selfishly and is interested
in optimizing its payoff (gain). We first give a very simple and intuitive discussion of
some important concepts in game theory in section 7.4.1 and conclude with a few formal

definitions in section 7.4.2. Most of this discussion can be found in [16] [38].

7.4.1 Introduction

One of the most common motivating examples for game theory is the Prisoner’s dilemma,
that involves the following situation: “Two burglars, Bob and Al, are captured near the
scene of a burglary and are given the “third degree” separately by the police. Each has to
choose whether or not to confess and implicate the other. If neither man confesses, then
both will serve one year on a charge of carrying a concealed weapon. If each confesses
and implicates the other, both will go to prison for 10 years. However, if one burglar
confesses and implicates the other, and the other burglar does not confess, the one who
has collaborated with the police will go free, while the other burglar will go to prison for

20 years on the maximum charge.”
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Each prisoner is faced with the dilemma of choosing from one of the two strategies:
Confess (C) or Deny (D). The associated payoff is the sentence in prison. Each burglar
is interested in minimizing his term in prison. The entire situation can be compactly

summarized using a “payoff table” as shown in table 7.1:

Table 7.1: Prisoner’s Dilemma
C D
C (10,10) (0,20)
D (20,00 (1,1)

The above table can be interpreted as follows: each prisoner chooses one of the two
strategies. In effect, Bob chooses a column and Al chooses a row. The two numbers in
each cell tell the outcomes for the two prisoners when the corresponding pair of strategies
is chosen. The number to the left of the comma tells the payoff to the person who chooses
the rows (Al) while the number to the right of the column tells the payoff to the person
who chooses the columns (Bob). Thus (reading down the first column) if they both
confess, each gets 10 years, but if Al confesses and Bob denies, Bob gets 20 years in
prison and Al goes free.

It is of interest to observe how each prisoner may overcome the dilemma of “To
Confess or Not to Confess”.

Al might reason as follows: “Two things can happen: Bob can confess or deny.
Suppose Bob confesses. Then I get 20 years in prison if I deny, 10 years if I do, so in that

case it’s best to confess. On the other hand, if Bob denies, and I deny too, I get a year;
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but in that case, if I confess I can go free. Either way, it’s best if I confess. Therefore, I'11
confess.”

A similar line of reasoning will be followed by Bob too. Thus both Al and Bob decide
that it is in their best interests to confess. This results in both of them going to prison for
10 years. Ironically if both of them had decided to deny, both of them would have gone to
prison only for a year! This example shows that the outcome resulting from each entity
trying to optimize its gains may not necessarily be the socially desired outcome (or one
that is most beneficial to all the entities). Informally, the outcome that results from each
entity trying to optimize its gain is called as the Nash Equilibrium, which is formalized

in section 7.4.2.

7.4.2 Formal Definitions

Definition 7.4.1 Strategic Game: A strategic game consists of:

1. n players (entities or agents).

2. For each player i, a strategy space S; that defines the set of possible strategies

(actions).

3. Set of possible outcomes S C 57 X Sy X ...S,.

4. A utility function u; for each player 1, such that u; : S — R i.e. a function that

indicates 1’s payoff corresponding to a particular outcome.

We now define the Nash Equilibrium as follows:
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Definition 7.4.2 Nash Equilibrium: A strategy profile (s, sy, ..., s%) € S is a Nash Equi-

99O

librium iff

Vi€ [1,n]:Vs; € S;:ui(s],85, oy S5, 85, .80) = ui(S8],85, oy Si_q, SiyenSh)

c 24—19 99 n

i.e. at Nash Equilibrium, each player ¢ has no incentive to change strategy unilaterally.

In case of the Prisoner’s dilemma:

1. The number of players n = 2.

2. The strategy spaces for player 1 and 2 are S; = Sy = {C, D}.

3. The possible outcomes as shown in table 7.1 are

§={(C,0),(C,D),(D,C), (D, D)}.

4. The utility functions for the players are:

ul(C', C) = —10,U1(C,D> = O,U1<D,C) = —20,u1(D,D) = —1.

ug(C, C) = =10, uy(C, D) = —20,us(D, C) = 0,u; (D, D) = —1.

Let us examine the strategy of player 1 (Al) at Nash Equilibrium:

1. If player 2 (Bob) confesses, u;(C, C) > uy (D, C'), Al should confess.

2. If Bob denies, u; (C, D) > u;y (D, D), Al should confess.
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Thus at Nash Equilibrium, no matter what Bob does, Al should confess. Likewise for
Bob.

In this particular game, each player has exactly one optimal strategy (i.e. confess),
irrespective of the strategy adopted by the other player. This leads to a unique Nash
Equilibrium. More generally the optimal strategy of a player may be different based on
the strategies adopted by other players. This may result in multiple Nash Equilibria. Thus
a strategic game can have none, one or multiple Nash Equilibria. These are extensively
discussed in [16] [38].

Apart from analyzing the Nash Equilibria arising from the interaction of selfish
agents (with known utility functions), it is also of interest to devise mechanisms such
that these selfish agents converge to a desired global objective. Algorithmic Mechanism
Design (AMD) deals with the design of such mechanisms [37]. An excellent overview

of the applicability of Nash Equilibria and AMD to the Internet is presented in [39].
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