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ABSTRACT

1

IoT applications are increasingly employing machine learning (ML)
algorithms to manage and control the operational environment
autonomously while predicting future actions. To leverage these
emerging technologies, the application developers require an enormous amount of data to build models. Data marketplaces enable
the IoT application developers to buy data from IoT device owners to train machine learning models. Contemporary data marketplaces only focus on connecting the IoT infrastructure owner
(seller) with application developers (buyer) while lacking integrated
support for data analytics. Application developers are required to
manually create and manage machine learning pipelines by combining edge computing resources with data sources. In this paper,
we present an architectural framework to build machine learning pipelines for data marketplaces automatically. Our framework
enables application developers (buyers) to leverage the edge computing resources provided by the sellers and compose low-latency
IoT applications that incorporate ML-based processing. We present
a proof-of-concept implementation on the I 3 data marketplace and
outline open challenges in combining machine-learning, AI, and
edge computing technologies with data marketplaces.

The advancement of artificial intelligence (AI) and machine learning
(ML) algorithms and their adoptions in real-world applications in
the area of Internet of Things (IoT), smart cities and connected and
autonomous vehicles increase the need for the data. To meet the
increasing demands for the data, IoT data marketplaces [4, 7, 12, 13]
are being developed to allow the IoT device owners to sell their
data with application developers. The marketplace model has the
potential to decrease the application development time and relieve
the application developers from managing the deployment while
incentivizing the data providers.
State-of-the-art data marketplaces such as Intelligent IoT Integrator (I 3 ) [7], Terbine [13], Streamr [12], and IOTA data marketplace [4] focus more on connecting the sellers and buyers, but
they lack native support for data analytics. Besides, the emerging
edge computing technology facilitates the application developers
to process the data close to the source to minimize the latency.
Existing marketplace frameworks do not provide support for edge
computing to build low latency applications. We believe that integrating support for edge computing and data analytics is a natural
extension to data marketplaces.
A wide array of frameworks have been developed to create ML
pipelines, including PyTorch [6] and Tensorflow [1]. However, such
frameworks focus on processing on static data sets and operate in a
siloed setting typically in a single stakeholder environment. On the
other hand, the literature proposes edge computing frameworks
with support for ML and AI [2, 5, 8, 10, 11] to create intelligent IoT
and smart city applications. Such frameworks focus on issues such
as off-loading, scheduling of computation, or energy-latency tradeoffs. Several solutions have been proposed to meet the growing
demands of ML and edge computing technologies, but these existing
literature failed to discuss the integration of data analytics and edge
computing with data marketplaces.
This paper aims to fill this gap by supporting ML and edge computing directly on an IoT data marketplace. Besides, the involvement
of multiple stakeholders in the marketplace environment creates
multiple deployment configurations for edge and cloud-based ML
applications. We present different configuration possibilities that
arise when integrating edge computing and data analytics with a
data marketplace. We also implement an extension of the I 3 data
marketplace with new built-in support for deploying and managing edge computing and machine learning pipelines. We present
a deployment and assessment engine for deploying computation,
including model training and inference tasks on a remote edge computing platform owned by sellers and other third parties reliably
and securely. We present a proof-of-concept implementation and
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outline open challenges in combining machine learning, AI, and
edge computing technologies with data marketplaces.
The rest of the paper is structured as follows: Section 2 provides the background on data marketplace, edge computing, and
motivate the need to support ML, AI, and edge computing on the
data marketplace. Our novel framework is presented in Section 3.
Section 4 presents our proof-of-concept implementation, and the
evaluation results are presented in Section 5. We list some of the
open challenges in Section 6 before concluding the paper in Section
7.

2

BACKGROUND

In this section, we introduce the relevant concepts to the paper.

2.1 I 3 Data Marketplace
The IoT Marketplace approach aims to enable a world where application developers can gain access to the myriad of sensors and
actuators that others have deployed and connected to the network.
The sensor owners can take the initiative and deploy intelligent
sensors in anticipation of an emerging and independent application
market that will utilize their data for the benefit of its users.
The I 3 data marketplace [7] that is being developed at USC allows diverse device owners to contribute (sell) data streams, while
different application developers can connect to the I 3 marketplace
to obtain (buy) one or more streams meaningful to their application. Furthermore, I 3 allows third-party data brokers to buy raw
data, apply data analytics (using machine learning and artificial
intelligence pipelines) and sell refined data streams back through I 3 .
Furthermore, as device owners begin to monetize the IoT sensors
and actuators, brokers will emerge to provide value-added processing and analytics as well as control services to enhance the IoT data
further and manage actuation.
With the I 3 Marketplace platform, IoT device owners will be
allowed to access or trade their sensor data and actuator access
with different vendors to create a supportive environment for advanced data analytics programs. Data analytics can be efficiently
developed and supported in a multi-vendor-multi-owner device environment. The IoT Marketplace provides ease to build and deploy
IoT applications and devices by maximizing the level of data reuse
and interoperability.
Other data marketplace efforts, including Terbine.IO [13], Streamr [12],
and the IOTA data marketplace [4] also assumes that the buyers
handle the analytics outside the marketplace.

2.2

Edge Computing for IoT Data Analytics

Edge computing is applied in IoT and smart city applications to
process data at edge devices, which are close to the data sources.
The edge devices can be used to train models or run inference or
prediction close to the origin [2, 5, 8, 10]. Such an approach not
only offloads the processing cost to remote edge devices but also
reduce long-distance traffic and latency. Existing literature presents
a software framework for deep learning [11] and real-time mediabased IoT applications [3] at the edge devices and highlights the
benefits of employing edge computing for IoT data analytics.
Throughout this paper, when we say edge computing platform,
we mean either a dedicated computation platform close to the
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IoT sensors (typically, one-hop away from the IoT sensor node)
that generate the data or a sensor node with a powerful onboard
computation platform.

2.3

Enhancing Support for Edge Computing in
IoT Data Marketplace

The existing data marketplaces including I 3 [7], Terbine [13], Streamr
[12], and IOTA data marketplace [4] focus mainly on bridging the
data providers with data consumers and generally assume that
the consumers manually compose data analytics pipelines using
cloud or edge platforms. The literature on edge computing for IoT
data-analytics shows the benefits of performing analytics on edge
computing platforms, but to our knowledge integrating such an approach has not been investigated under a data marketplace model.
The I 3 data marketplace platform encourages data buyers to resell
the processed data without providing built-in software support to
simplify the integration of both edge computing and data analytics
techniques. This paper fills this gap by:
• Presenting a framework that combines edge computing and
data analytics with an IoT data marketplace.
• Showing the different possibilities to schedule model training
and inference tasks on computation infrastructures owned
by the seller, buyer, or other third parties on resources located
at edge or cloud platforms.
• Introducing a deployment and assessment engine to manage
the remote edge or cloud platforms.
Throughout the rest of this paper, we will use I 3 as a reference
data marketplace to describe our proposed framework and to implement and evaluate our proposal.

3

A FRAMEWORK TO SUPPORT MACHINE
LEARNING AND EDGE COMPUTING IN IOT
DATA MARKETPLACE

While today’s I 3 data marketplace allows processing of raw data
through the use of third party data brokers (see Figure 2-left), such
an approach have some disadvantages:
• The application suffers from high latency because the data
is typically processed far away from the data source.
• The seller must trust the third party with their raw data.
• The buyer cannot easily customize the processing they want
on the raw data (they would need to coordinate with the
data broker outside of the I 3 platform).
To address these issues, we propose and implement a new approach on the I 3 platform, in which the seller can post access to
computation in addition to the data itself on the marketplace. This
allows the buyer to send custom models to process the data while
the seller has the peace of mind that the data is processed at its site
(which could be useful for more privacy-sensitive data). Further,
this approach can leverage the latency benefits of edge computing.

Enhancing Support for Machine Learning and Edge Computing on an IoT Data Marketplace

Figure 1: Different configurations emerge from the integration of machine learning and edge computing with IoT Data
Marketplace.
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Figure 2: Proposed architecture Compared against today’s
(I 3 ) marketplace.

3.2
3.1

Possible Configurations for Deploying
Machine Learning and Edge Computing on
a Marketplace

A data marketplace consists of a seller, a buyer, and a broker (marketplace operator). The broker acts as an intermediary, and it allows
the seller and the buyer to exchange data with each other while
handling payments, privacy issues, and other bookkeeping activities. If we consider a simple setting with a single data seller and a
buyer interested in the processed version of that data, there can be
many different configurations pertaining to three key dimensions,
which is shown in Figure 1:
• Types of Computation: Model training and model deployment
• Owner of Computation Point: Seller or buyer or third party
• Location of Computation Point: In-Cloud or on-edge (in case
the owner is the seller or buyer)
Thus, these give rise to many different possibilities (18, in fact)
including the following two that we highlight and focus on in this
work:
• Model training and deployment on third party cloud.
• Model training on buyer-owned cloud and model deployment on seller-owned edge.
As noted above, the former approach is already enabled within
I 3 by having the third party acting as a data broker. In this paper,
we extend the I 3 to implement the latter scheme and focus on the
inference phase, not the training, which relieves us from addressing
storage issues.

Data Marketplace with Support for Edge
Computing and Machine Learning

Figure 2 (left) presents the approach followed by the contemporary
data marketplaces, which does not provide built-in support for
edge computing or data analytics close to the data source. There
are four-hops between the seller and the buyer, which not only
increase the latency but also imposes a high processing load on
the marketplace broker. The marketplace infrastructure may suffer
from performance and scalability issues when it handles a large
volume of data in the order of megabytes (MB) or more [3].
Our proposed approach, presented in Figure 2 (right), enables the
buyer to run custom processing scripts, including model training
and inference on the seller-owned edge device. Such an approach
reduces the number of hops, the latency and also minimizes the
load on the marketplace. In addition, the seller is in control of his
data when the data processing happens in his/her edge, but this
may impact the privacy of the buyer, as the seller has the visibility
to the buyer’s computation. We will discuss this issue in Section 6.

3.3

Deployment and Assessment Engine

When integrating the edge computing capability to a data marketplace, it is essential to a) verify the capability of the edge device,
b) check the software for compatibility, and c) provide support for
managing and deploying the edge computing resource. The deployment and assessment engine is created to meet those demands.
The I 3 is extended with support for service daemon, which runs
on the edge device to manage and coordinate with the marketplace.
The engine’s functionality pertaining to the seller’s edge device
includes verification and maintenance of connectivity, assess the
closeness to the data source, survey the computation capability, and
communication with service daemon on the device. The service
daemon listens for configuration commands from the marketplace
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platform such as setup status, connectivity check, dummy model
test, logging data, and system upgrades.

4

PROOF-OF-CONCEPT IMPLEMENTATION
USING I 3 DATA MARKETPLACE
4.1 Current I 3 Marketplace

The present version of the I 3 platform enables IoT device owners to
register their data products on the I 3 platform. The Create Product
page, which is shown in Figure 4, allows the user to create a product
by defining the topic under which the data will be published to
the marketplace along with the price and other relevant metadata.
Buyers can browse through the marketplace using either the web
frontend or Web Services API to buy data products. The I 3 platform uses the MQTT publish-subscribe broker for data exchange
between the sellers and buyers. An authentication framework, that
is part of the I 3 platform, manages the authorization for the sellers.
The present version I 3 platform does not provide built-in support
for data analytics and edge computing. To enable the sellers and
buyers to develop applications involving data analytics and edge
computing technologies easily, we have extended the I 3 platform,
as detailed in Section 4.2.
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security concerns for the seller). Instead, the extended I 3 marketplace deploys the necessary computation tasks on the seller’s edge
device. Besides, we allow the buyer to monitor the setup process
through the GUI to ensure that the computation tasks are deployed
correctly on the seller’s edge device.
Backend: At the backend, we have developed a deployment
assessment engine, which we described in Section 3.3, to make
sure that the seller has registered a capable edge device on the
marketplace and to execute the installation scripts provided by the
buyer on the seller’s edge device.
The above changes impact the workflow as follows:
(1) The seller registers a data product by entering the necessary details, including the topic and the availability of edge
computing.
(2) Once the option of edge computing is selected, I 3 creates
a key-pair and allows the user to download the public key.
The user is required to setup SSH connectivity to the edge
device using the key as part of the product registration.
(3) The marketplace server hands over the responsibility to the
backend assessment engine to approve and list the edge
device.
(4) Once the engine verifies the product and the setup of service
daemon is done, the product gets listed on the I 3 Marketplace.
The seller may track the status of approval and setup on the
status Page. This concludes the flow for the seller on product
registration.
(5) When a buyer purchases a product, he/she could request for
the edge computation, if the seller provides the service. If
the edge computation is selected, he/she would be required
to submit the model and prediction script.
(6) Once the necessary information is received from the buyer,
the marketplace server hands over the responsibility to the
assessment and deployment engine to set up and run the
model.
(7) The setup status can be monitored by the buyer on the Status
Page.
(8) Once the model is set up, the buyer can now subscribe to
the processed data.

5
Figure 3: Architecture of the extended I 3 Marketplace

4.2

Extensions to I 3 Marketplace

In this section, we explain the extensions that were made to the I 3
to provide support for ML and edge computing.
Frontend: We have modified the create product page to allow
the seller to register his/her edge computing capability to the marketplace. The seller must prove the edge connectivity, computation
capacity and closeness to the data source during the product creation phase. On the buyer side, we have modified the payment
handling page to allow the buyer to pay for edge computing and
deploy the necessary computation packages to the remote edge device owned by the seller. Note that the buyer is not provided direct
access to the edge computing node (which could potentially raise

EVALUATION

Figure 2 shows the data flow for the current and the extended I 3
marketplace implementation. In this section, we compare the performance of the current version with our extended I 3 marketplace
using two representative applications.

5.1

Latency for Two Representative
Applications

1. Parking Prediction for LAX Airport: One of the active data
products in our I 3 marketplace is parking data from LAX Airport.
Our dataset contains parking availability and vacancies of multiple
LAX parking structures over two weeks, where a single data input
has details for all the structures . A linear regression model was
used over the dataset for predicting the parking availability and
inputs to the model are latest 7 live parking data which is updated
hourly with the number of vacancies, total availability, and location,
along with the computed input of the expected number of vacancies
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Figure 4: Create and Purchase Product Pages on I 3 Marketplace
for the day of the week. The model predicts a real-time response
to the number of occupied parking spots for the next hour. The
model can be used to predict parking availability of up to the next
4 hours with an accuracy of 80%. We were able to estimate the
parking availability with high accuracy for an hourly granularity
on a simple linear regression model. We required to compute on
an edge device that had minimal computation capacity thus we
maintained a high throughput to compute parking for multiple
structures. The average input data size is 2.75 KB, and the same
was used in our latency evaluation.
2. Object Recognition: The second representative application
classifies objects on camera images. This example application shows
that the data size could be in the order of megabytes when the seller
directly posts camera feeds to the marketplace and application of
edge computing to this application significantly reduces the load on
the I 3 broker. We have tested the object detection using Convolution
Neural Network to classify between five classes of objects. The
average data size is 2.6 MB, which is one of the message sizes used
in our latency evaluation.

5.2

Latency Evaluation

During our evaluation, a single publisher was configured to publish
data to a broker at different sizes (2.75 KB and 2.6 MB), and our
broker was not subjected to heavy load. Under these conditions,
we estimate the end-to-end latency for two different data products
- 2.75 KB and 2560 KB - to show how the data size influences the
latency on the data marketplace. The evaluation is carried out for
the current I 3 and the extended marketplace platforms and the
results are presented in Figure 5 and Figure 6. The median latency
for the extended version of I 3 and I 3 is 1.1 seconds and 1.3 seconds
respectively for 2.75 KB of data, as shown in Figure 5. Similarly,
the median latency is 5.8 seconds and 7.2 seconds for the extended
version of I 3 and I 3 respectively for 2560 KB of data. These results
show that the use of edge computing on the data marketplace not
only minimizes the latency but also reduces the load on the broker
and the network. The difference is because the third-party broker

Figure 5: Total Time for 2.75 KB of data to flow via Data broker vs directly to Edge (LAX parking prediction app.).

used I 3 platform broker for both the raw and the processed data
propagation.
The other benefits of our extended I 3 data marketplace are that it
provides a simple and easy to use platform for the application developers to easily create ML pipelines leveraging the edge computing
resources offered by either the seller or other service providers.
This feature is hard to evaluate quantitatively, however, we plan to
evaluate by inviting users to try both I 3 and the extended version
of I 3 to answer qualitative survey questions related to the user
interface and user experience.

6

OPEN CHALLENGES

This section discusses the open challenges in combining edge computing and data analytics with IoT data marketplaces.
1. Privacy-Preserving Computation: With our framework, we
can allow the seller to specify some amount of privacy, e.g., what
function of their data can be revealed. In addition, the buyer can
also specify some level of privacy in that exactly what function
they implement over the revealed data is not made visible to the
seller. The former is straightforward as the seller can control any
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